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Abstract

The Industrial Internet of Things (lloT) is a cornerstone of
Industry 4.0, yet its reliance on centralized architectures
introduces critical vulnerabilities, including single points of
failure, data tampering, and privacy breaches. As the global
number of 10T devices is projected to exceed 40 billion by
2030, traditional security models fail to scale, necessitating
decentralized frameworks. Blockchain technology emerges
as a transformative solution, offering immutability,
transparency, and distributed trust through smart contracts.

This paper provides a comprehensive survey of recent
advancements (2022-2025) in integrating blockchain with
IloT infrastructures. We systematically analyze how
blockchain-based mechanisms address multi-layer security
challenges, focusing on secure device authentication, tamper-
proof transaction logging, and decentralized access control. A
key contribution of this study is the evaluation of consensus
algorithms-such as Proof of Authority (PoA) and Delegated
Proof of Stake (DPoS)-optimized for resource-constrained
industrial environments to mitigate the high energy
consumption of traditional models.

Furthermore, we explore the convergence of blockchain
with Edge Computing and Artificial Intelligence (Al) to
enhance real-time anomaly detection and reduce latency in
distributed 10T ecosystems. Despite the advantages, practical
deployment is hindered by scalability bottlenecks and the
limited computational power of edge devices. This survey

categorizes emerging solutions, including lightweight
cryptographic  schemes and hierarchical blockchain
architectures, which facilitate  secure,  multi-party

collaboration without central intermediaries. By synthesizing
current research trends and identifying open challenges, this
work provides a roadmap for building resilient, autonomous,
and scalable next-generation industrial networks.
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. INTRODUCTION

The Internet of Things (IoT) refers to a network of
interconnected devices that can be controlled through
communication networks, enabling real-time data collection,
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exchange, and processing [1-7]. These devices can be either
mechanical or digital machines that operate over the internet
without the need for human interaction [5, 8]. In a broader
sense, 10T encompasses any object that collects data through
sensors, transmits it via the internet, and communicates
through cloud networks [5]. As a result, 10T is considered one
of the core infrastructures of the Fourth Industrial Revolution
(Industry 4.0), with its primary goal being the automation,
digitalization, and data exchange in industrial environments

[1, 4, 6, 8-10].
The 10T can be integrated with other technologies such as
Acrtificial Intelligence, Big Data, advanced robotics,

Blockchain, and Cloud Computing, thereby optimizing
industrial processes [1, 5, 8, 11]. Through sensors in
Industrial 10T (110T) devices, real-time data is gathered from
machines and, when necessary, shared with other systems or
devices [1-5]. Utilizing intelligent technologies and data
analytics, it can facilitate predictive maintenance, resource
management, industrial process optimization [1, 5, 8, 11], and
environmental preservation [1, 8, 12].

10T is employed to connect machines and devices within
industrial environments and focuses on machine-to-machine
(M2M) communication in a centralized network. Any
malfunction in these systems could lead to high-risk damage,
and the volume of data collected in 10T is significantly larger
than in 10T [11, 13]. The use of Blockchain can enhance the
automation and security of industrial processes and M2M
communications [11].

According to predictions by the loT Analytics platform,
the global number of loT-connected devices is expected to
grow by approximately 13% by 2025, reaching around 25.8
billion devices. This represents an increase of 15.2 billion
devices compared to 2019. Furthermore, this figure is
anticipated to double by 2030, surpassing 40 billion
connected devices worldwide [3, 8, 14, 15]. With the rapid
growth and widespread penetration of the Internet of Things
across various domains, coupled with the complex nature and
resource limitations of devices, numerous challenges related
to security and privacy arise [2, 3, 8, 11, 16, 17]. For instance,
in 2024, 1.7 billion cyberattacks were reported, marking a
13.3% increase compared to 2023, with the cost of each
security breach estimated at $4.2 million [15]. Additionally,
70% of the most commonly used loT devices are vulnerable
to various types of cyberattacks [8]. Therefore, the
consequences of these challenges cannot be overlooked and
must be addressed.
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Figure 1- Statistics on 10T Security Challenges
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10T ecosystems, due to their centralized architecture [2],
heterogeneity [3, 4, 8, 10, 17, 18], distributed nature [10, 14],
and resource limitations [2, 3, 8, 17, 18], face a complex array
of threats. These ecosystems consist of numerous nodes and
devices with varying capabilities [19], which are susceptible
to risks such as data breaches, malware injection, phishing
attacks, DDoS and DoS attacks and insider threats [3, 5, 8,
20].

To mitigate these threats, resilient architectures and Fault-
Tolerant Systems are essential. In the design of such
ecosystems, advanced Intrusion Detection Systems (IDS) [20,
21] and security standards must be implemented at all layers
of the system to maintain network security. Moreover, when
designing these systems, the impact of the number of devices,
communication standards and protocols, and cost analysis for
scalability should be considered. Devices must possess
attributes such as processing power, communication
capability, and security to ensure the integrity and proper
functioning of the I10T system [19].

Centralized security systems are confronted with single
points of failure, unauthorized data modifications, and
privacy breaches [2, 7, 20, 22, 23]. Additionally, dependence
on opaque third-party services represents another significant
challenge in industrial 10T [2, 4, 7, 11, 17, 21, 23].

The purpose of this survey is to provide a comprehensive
and structured analysis of the security challenges in the
Industrial Internet of Things (lloT) and to evaluate the
potential of blockchain technology as a decentralized solution
for enhancing trust, privacy, and resilience in industrial
environments. By systematically examining existing
literature, this study highlights the limitations of traditional
centralized security models, identifies the major threats
across different layers of 10T architectures, and reviews
state-of-the-art cryptographic, consensus, and anomaly-
detection mechanisms. Furthermore, the survey aims to
assess how blockchain through its inherent features such as
decentralization, immutability, transparency, and smart
contracts can address 11oT vulnerabilities and support secure,
scalable, and autonomous industrial ecosystems. Ultimately,

RESEARCH PURPOSE
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this work seeks to synthesize current research trends, identify
open challenges, and provide insights that guide future
advancements in secure lloT—blockchain integration.

Ill.  RESEARCH METHODOLOGY

This study adopts a systematic literature review (SLR)
methodology to provide a comprehensive and unbiased
overview of blockchain-based security and privacy solutions
in Industrial Internet of Things (110T) environments. The
review process was carefully designed to ensure
transparency, reproducibility, and methodological rigor, and
it consists of four main stages: formulation of research
questions, literature identification and selection, data
extraction and synthesis, and quality assessment.

A. Research Questions

The review is driven by four core research questions that

define the scope and objectives of this survey:

e RQ1: What are the main security and privacy
challenges in 10T ecosystems?

e RQ2: In what ways can blockchain technology
mitigate these challenges?

e RQ3: What blockchain-based solutions have been
proposed for securing lloT, and what are their
respective strengths and limitations?

e RQ4: What open issues and future research
directions remain in this area?

These questions ensure that the survey not only
summarizes existing work but also critically evaluates current
approaches and identifies research gaps.

B. Literature Search Strategy

A systematic search was conducted across five major
academic databases: IEEE Xplore, ACM Digital Library,
ScienceDirect, SpringerLink, and Google Scholar. The search
query was formulated using combinations of keywords and
Boolean operators as follows:

("Industrial 1oT" OR "lloT") AND "blockchain" AND
("security" OR "privacy") AND ("survey" OR "review" OR
"framework")

To capture recent advances, the publication period was
restricted to studies published between 2018 and 2025. The
initial search yielded more than 500 candidate papers.

C. Inclusion and Exclusion Criteria
The retrieved studies were filtered using predefined
inclusion and exclusion criteria.
Inclusion criteria:
e Peer-reviewed journal articles, conference papers,
and well-established survey studies.
e  Works explicitly addressing blockchain integration
for 1loT security and/or privacy.
e Studies proposing architectures, frameworks, or
empirical evaluations.
Exclusion criteria:
e Non-English publications.
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e Studies focusing on generic 10T scenarios without
industrial context.

e Editorials, short abstracts,
overlapping works.

and duplicate or

D. Study Selection Process

The selection procedure followed the PRISMA framework.
First, titles and abstracts were screened to remove irrelevant
papers. Next, the full texts of the remaining articles were
examined against the inclusion and exclusion criteria. Finally,
forward and backward snowballing was applied to identify
additional relevant studies from the reference lists of the
selected papers. This multi-stage process resulted in a final
dataset of 72 high-quality papers for detailed analysis.

E. Data Extraction and Synthesis

A structured data extraction form was designed to collect
key information from each study, including authorship,
publication year, venue, proposed solution, blockchain type,
consensus mechanism, cryptographic methods, evaluation
metrics, and reported strengths and limitations. The extracted
information was synthesized thematically to answer the
research questions. The comparative results are summarized
in a series of tables (Tables 1-18) to facilitate cross-study
analysis.

F. Quality Assessment

To ensure the reliability of the findings, each paper was
evaluated based on three dimensions: (i) credibility of the
publication venue, (ii) methodological rigor in terms of
experimental design and validation, and (iii) relevance to l1oT
security and blockchain integration. Studies with limited
methodological transparency or weak evaluation were
explicitly marked as having potential limitations.

G. Methodological Limitations

Despite the systematic nature of the review, certain
limitations remain. The selection of databases and keywords
may have introduced bias, while the exclusion of non-English
and grey literature may have led to the omission of some
relevant contributions. Furthermore, given the rapid evolution
of blockchain and lloT technologies, very recent studies
published after the search period may not be included.

V. STRUCTURE OF THE PAPER

The remainder of this survey is organized as follows.
Section V presents the research background, including
blockchain fundamentals, consensus algorithms, smart
contracts, 10T  security  requirements, lightweight
cryptography, zero-knowledge proofs, 1loT architecture, and
computing  architectures.  Section VI  provides a
comprehensive review of the selected research papers and
presents a comparative analysis of their proposed approaches.
Finally, Section VII concludes the survey, while Section VIII
outlines future research directions.
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V.

A. Blockchain

Blockchain is a distributed ledger technology that
functions as a "register," recording transactions within this
network, such that each node (participating computer)
validates and stores the block of data being exchanged [11,
12, 14, 16, 24, 26]. Each new block contains at least the
cryptographic hash of the previous block, along with the
transaction-related data [16]. Given the massive volume of
data generated in the Industrial Internet of Things (lloT),
blockchain can maintain the ledger of data exchanges or
transactions in an immutable manner [1, 4, 11, 12, 14, 16, 17,
22, 24, 25].

The advantages of employing blockchain in the Industrial
Internet of Things (l1oT) include improved data security,
decentralization, and enhanced trustworthiness [4,24], data
immutability, and the automation of processes through smart
contracts, which reduces the need for intermediaries [1].
Smart contracts are algorithms that execute on the blockchain
whenever a predefined action occurs; all network nodes
receive this algorithm and execute it according to the defined
logic [11]. Smart contracts are used for managing data
transactions and controlling access. These contracts enforce
predefined rules and ensure data traceability and auditing[26].

The distributed and immutable nature of blockchain makes
it ideal for traceability [1, 18, 21, 22] and data
provenance[14]. In the context of 10T, blockchain provides a
secure and transparent method for recording and sharing data.
Therefore, blockchain is highly suitable for implementing
data storage traceability and access management [1, 16, 22].

For example, the proposed framework in [27], which
combines trust-based device evaluation with a private
blockchain, achieved a success rate of approximately 91% in
maintaining secure and reliable network operations. This
performance significantly outperformed the baseline IloT
network without blockchain integration, which was more
vulnerable to malicious device attacks and data tampering.

RESEARCH BACKGROUND

Table 1 Advantages of Blockchain in Integration with 1loT

D tralizati [1,2,4,7,11, 12, 14, 16, 17,
ecentralization 21, 22, 24, 25
Securit [1,7,11,16, 17,21, 22, 24,
y 25]
Transparenc [1,2,7,12,14, 16, 17, 21, 22,
parency 24, 25]
. [1,4,11,12, 14, 16, 17, 22,
Immutability 24, 25, 28]
Authentication and Access
Control [2,17]
Integrity [5, 21, 25]

Table 2 Challenges of Blockchain in Integration with I10T

Scalability [1,2,4,7,11,12, 16, 17, 29]
[1,11, 12, 16, 17, 29]

[11,12, 16, 17, 21]

Energy Consumption

Complexity Integration
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Cost [1,2,11, 16, 17]
[2, 16, 17]

[1,4, 11, 17, 29]

Regulatory Compliance

Privacy and Data Security

Interoperability Between loT
Devices and Blockchain

[2,4,11, 12]

The selection of a consensus mechanism is a central issue
in the integration of Blockchain and 10T [1, 17]. Well-known
consensus algorithms, such as Proof of Work (PoW) and
Proof of Stake (PoS), are employed for data validation,
alongside cryptographic mechanisms like SHA-256 hashing,
asymmetric key pairs for node authentication, and data
segmentation in off-chain and on-chain modes[4, 11].
However, traditional PoW and PoS algorithms are not
particularly effective for limited 10T scenarios [17], as they
have high energy consumption [1] and are vulnerable to
security threats [30]. Consequently, low-energy consensus
systems are being used to reduce the energy consumption of
blockchain networks [17]. The implementation of these
methods is highly complex and faces interoperability
challenges, which hinder their widespread adoption[2].

B. Consensus Algorithm

A consensus algorithm is a process that ensures collective
agreement and stores information in the decentralized
database of the network. In blockchain, consensus is used to
ensure that all nodes in the network agree on the current state
of the network and the validity of transactions. This is crucial
for maintaining the security and integrity of the blockchain.
The consensus algorithm guarantees that the data between
nodes remains consistent for a given proposal. An appropriate
consensus algorithm can keep the blockchain network active
and provide a steady, efficient computational power flow
throughout the entire network, while a weak algorithm can
make the network vulnerable to attacks, leading to its
paralysis. Therefore, the use of an appropriate consensus
algorithm for each application type can ensure data storage
efficiency, transaction finality, and data integrity [28, 31].

Consensus Algorithms

Byzantine
Based:
_ _ pBFT DAG Based:
NonBE;)égg?tlne -POW -Jointgraph
-Paxos’ -POS -BIOCLIJ(EAG Hybrld
Algorithm -POB o g
VR roc -BlockDAG FOITIROS
RAFT POA -Dexon
dPOW -Spectre
-DPOS

Figure 2- Overview of major categories of blockchain
consensus mechanisms and their representative algorithms

1) Proof of Authority (PoA)
Proof of Authority (PoA) is a consensus algorithm
specifically designed for private blockchains and provides an
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effective solution to the needs of these networks. Compared
to other consensus mechanisms, the PoA algorithm has a
lower level of decentralization and relies on the reputation
and authority of validators, rather than on technical
competition. This mechanism automatically filters low-
commitment or inactive validators and does not require high
computational power, resulting in very low energy
consumption [32].

One of the main advantages of PoA is its ability to process
a larger number of transactions simultaneously and reduce
their confirmation time. This algorithm requires fewer
computational and energy resources compared to Proof of
Work (PoW) and Proof of Stake (PoS), while also providing
adequate resistance to 51% attacks, making it an appropriate
choice for private blockchain networks. To enhance
transaction security, PoA typically requires multiple
confirmations from different validators to ensure that
transactions remain secure and valid [30, 31].

However, unlike PoW and PoS, traditional versions of POA
are vulnerable to low-cost cloning attacks. To address this
weakness, solutions such as the use of threshold cryptography
and hierarchical clustering of validators have been proposed
[31].

2) Proof of Work (PoW)

Proof of Work (PoW) is one of the oldest consensus
mechanisms in blockchain, ensuring security, integrity, and
resistance to network attacks through significant
computational power consumption [31]. In this algorithm,
miners validate and add new blocks to the chain by finding a
suitable "Nonce" that brings the block's hash to meet
predefined conditions. However, PoW has a very high energy
consumption, and even with hardware optimization,
significant energy reduction is difficult, leading to
considerable environmental impacts. These limitations,
especially in resource-constrained environments such as the
Internet of Things (1oT), have prompted the shift towards
alternative solutions like Proof-of-Stake (PoS) or Directed
Acyclic Graph (DAG)-based structures, which can reduce
energy consumption by over 99%, although they come with
challenges, such as the potential for validator centralization
[32].

3) Proof of Stake (PoS)

Proof of Stake (PoS) is a consensus mechanism that,
instead of relying on energy-intensive computational
competition, uses the staking of nodes to select the validator
for the next block. In this method, nodes that share their
resources within the network are chosen randomly or based
on a combination of criteria such as the size of their stake,
increasing their chances of being selected for transaction
validation and block creation. PoS has significantly lower
energy consumption compared to traditional methods and
contributes to the decentralization and security of the
network, as setting up a node does not require expensive
equipment. Additionally, this approach can help manage trust
between devices, validate data transactions, and reduce
energy consumption in large-scale networks, such as those in
the Internet of Things (10T). To ensure proper functioning,
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backup mechanisms for absent validators are also

considered[31].

4) Delegated Proof of Stake (DPoS)
A voting system based on PoS has been introduced,
reducing the time required to produce a block to 3 seconds.

As aresult, it consumes significantly less energy compared to
PoW. In a DPoS-based system, the network nodes are divided
into three groups: witnesses, delegates, and workers. The core
component of the system, the witnesses, is selected by all
nodes through resource-based voting.

Table 3-Consensus Algorithms

Feature PowW PoS PoA DPoS
Openness Permissionless Permissionless Permissioned Permissionless

Trust Trustless Trustless Participants (Authorities) Trustless
Adversary Tolerance <25% <51% <51% <51%

Resource Consumption High High Low Medium
Latency High Medium Low High
Transaction Rate Low High High High
Throughput Low Medium High High
Energy Consumption High Medium Low Low

C. Smart Contract

A smart contract is a digital agreement whose terms are
recorded as code on the blockchain. These contracts are
executed automatically, eliminating the need for
intermediaries or third-party entities, thus enabling
transactions between parties without direct contact and
reducing costs. The advantages of smart contracts include
reduced transaction risk, lowered service and management
costs, increased process efficiency, and the establishment of
trust between parties. However, software errors or
vulnerabilities can lead to financial and reputational damages,
as smart contracts are immutable once deployed, meaning
that if errors occur, they must be canceled and re-
implemented. This technology enables the secure and
automatic execution of real-world contract provisions in a
digital environment and is recognized across various
industries as an efficient alternative to traditional transaction
mechanism [33-35].

D. Security in Multi-Layer 10T Architecture

As a convergent and multi-network system, the Internet
of Things (10T) not only shares many common security issues
with sensor networks, mobile communication networks, and
the Internet but also introduces unique security features and
challenges in areas such as privacy protection, authentication,
access control, and secure data storage and management [21].
The 10T network structure significantly differs from
traditional 1T models [5]; in particular, sensor nodes in the
perception layer are typically deployed in unsupervised
environments and are highly limited in terms of processing
power, energy, and memory [2, 8, 11, 16, 17, 21].

Given the variability in the number of layers in the loT
architecture, the security of Industrial loT (110T) is a multi-
dimensional issue, with attacks capable of targeting any layer
of the architecture. Since loT extends the sensor network and
application layer over existing networks, its vulnerability to
intrusion and misuse is higher than that of traditional network
systems, and many common security solutions are not
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capable of providing reliable protection [21]. These
characteristics have made 10T security a complex and multi-
faceted issue. Moreover, security attacks can target different
layers of the 10T architecture, and each layer is vulnerable to
specific threats[5]. These attacks are generally classified into
two broad categories: active attacks that disrupt the network’s
operation, and passive attacks that covertly collect
information without causing disruption. One of the most
common attacks that can affect all layers of 10T is a Denial-
of-Service (DoS) attack, which disrupts access to network
services and resources [5].

E. Intrusion Detection System (IDS)
Intrusion protection encompasses two aspects: pre-
intrusion and post-intrusion  protection.  Pre-intrusion

protection refers to the safeguarding of the network
perimeter, and common technologies include network
firewalls [33-35]. Post-intrusion protection concerns
intrusion detection (IDS) [20, 21]. An Intrusion Detection
System (IDS) is a system that monitors network traffic and
activities, identifying any abnormal or malicious behavior
that deviates from expected or predefined patterns. IDSs are
divided into two main categories: signature-based and
anomaly-based [20, 21]. These systems face challenges in
Industrial Internet of Things (ll0T) environments, as
traditional systems are designed for static and standardized IT
environments and are not compatible with dynamic and
multi-faceted 11oT networks [22]. The signature-based
method cannot account for the continuous changes in cyber-
attack techniques and requires constant database update [22],
but it provides high accuracy, low false-positive rates, and
fast execution times for known attacks [36]. Anomaly-based
detection methods often generate high false-positive rates due
to the complexity of IloT traffic and the suboptimal base
behavior of devices [22], but they have the advantage of
identifying new or ambiguous attacks [36]. One of the
challenges of IloT devices is their limited computational
power and memory, which leads to delays in threat detection
and response [2, 8, 11, 16, 17, 19]. One proposed solution to
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address this challenge is the use of Al-based technologies,
which are gaining attention due to their ability to learn
complex patterns and provide high accuracy in detection[20,
21]. For instance, ensemble models such as AdaBoost and
Random Forest (RF), which combine multiple algorithms,
offer high accuracy [36].

While Al helps in identifying security anomalies in IloT,
centralized security systems face challenges such as single
points of failure, unauthorized data modifications, and
privacy breaches [2, 7, 21, 24]. Additionally, reliance on non-
transparent third-party services is another challenge in
Industrial 10T [2, 4,7, 11, 17, 19]. Therefore, a decentralized,
tamper-proof, and scalable security framework is required to
protect 1loT networks [2], and blockchain technology can
assist in addressing these challenges.

F. Cryptography in Resource-Constrained Devices

Given the limited resources of 10T devices, implementing
high-cost security protocols appears to be impractical [4, 8,
37]. As a result, in early loT deployments, encryption is
sometimes neglected, or static default credentials are used,
leading to serious vulnerabilities. The lack of strong
authentication by default is a well-known and, indeed, very
common issue, allowing attackers to easily join the network
[21, 37]. Network-based attacks such as MitM and DoS are
mitigated by solutions like encryption and firewall systems,
which are mandatory to ensure data confidentiality and
system availability [8, 21].

Common cryptographic solutions like AES, while
providing strong security guarantees, are unsuitable for 1oT
nodes due to resource constraints such as processing power,
memory, and battery life [3, 4, 8, 9, 37]. To address these
challenges, one proposed solution is the integration of
lightweight encryption and blockchain, which guarantees
confidentiality, integrity, and authentication with minimal
computational overhead [3, 4, 8, 9, 37].

G. Lightweight cryptography

Lightweight cryptography is introduced as a low-cost and
efficient approach for securing resource-constrained devices
in the 1oT. By eliminating the need for heavy certificates and
employing compact key-exchange protocols, pre-shared
symmetric keys, and elliptic-curve-based schemes, this
method reduces energy consumption and latency while
maintaining security, authentication, and data integrity. Due
to memory, processing power, and bandwidth limitations in
large-scale 10T networks, lightweight approaches are more
practical and scalable [3, 37, 38].

Recent research directions focus on integrating lightweight
cryptography with artificial intelligence, blockchain, and
steganology to provide secure, scalable, and energy-efficient
systems. Among these, blockchain, by offering a
decentralized trust infrastructure and immutable records of
interactions, can serve as an effective complement to
integrity in dynamic and resource-constrained
environments [39].

loT
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Systematic review studies [3] indicate that elliptic-curve
cryptography (ECC), due to its favorable strength-to-key-size
ratio, has been widely adopted in 10T systems and is suitable
for resource-constrained environments. However, standard
ECC requires substantial computation and memory;
therefore, to become lightweight, energy-efficient, and secure
for authentication and confidentiality in loT, it must be
optimized. For greater adaptability, hybrid ECC models
integrate auxiliary components such as fuzzy logic,
blockchain mechanisms, and chaotic mappings. These
integrations enable ECC to become more adaptive,
decentralized, and resilient against evolving attack vectors.
ECC provides a high level of security while being lightweight
due to its small key sizes. However, the implementation of
ECC can be complex, and if improperly executed, it may
introduce potential vulnerabilities [40].

Blockchain-ECC  hybrid models ensure that trust
propagation is preserved in multi-node systems such as loT—
Cloud and loT-Drone infrastructures. Blockchain-based
ECC sacrifices part of its energy efficiency in exchange for
enhanced security or decentralization, which is advantageous

Key Initialization

Mutual
authentication

Secure key exchange

Confidential data
transmission

Verification of data
integrity and
freshness

Figure 3-Five fundamental steps for the operation of a
lightweight cryptographic algorithm

in high-risk loT-Drone and loT—Cloud environments [41].

Table 4-Cryptographic characteristics of ECC in integration
with resource-constrained systems

Challenges Advantages

Latency due to consensus

mechanisms Data integrity

Decentralized trust

Scalability bottlenecks
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Symmetric algorithms and chaos-based
cryptographic schemes protect real-time
sensor data and operate with low latency
and minimal resource consumption.

Application
layer

Mutual authentication mechanisms
based on ECC, together with
blockchain-based trust frameworks,
secure communications among devices,
gateways, and fog nodes while reducing
dependency.

Network
layer

Hybrid approaches that combine ECC
with AES or ChaCha20 provide low
latency and lightweight cryptography.

Perception
layer

Figure 4-Cryptography across the various layers of the
Internet of Things architecture

H. Zero-Knowledge Proof (ZKP)

A zero-knowledge proof (ZKP) is a cryptographic
protocol by which a prover convinces a verifier that a given
statement about private data is true without revealing any
additional information beyond the validity of that statement.
ZKPs guarantees that completeness, soundness and zero-
knowledge [22].

ZKPs appear in interactive proofs and non-interactive
proofs operational modes. Practically relevant families
include zk-SNARKS, zk-STARKS, and other schemes such as
Bulletproofs and folding-based constructions; each family
trades off prover time, verifier time, proof size, setup
requirements, and post-quantum resilience. These tradeoffs
are central to selecting ZKP primitives for blockchain and
resource-constrained I10T deployments.

Table 5- ZKP mechanisms

In blockchain-integrated 110T systems, ZKPs serve two
main security functions: privacy-preserving verification
enabling devices or users to prove without disclosing raw
secrets or sensitive telemetry; and confidential validation on-
chain  allowing validators or smart contracts to check
assertions about off-chain computation/data without
receiving the underlying data, thereby reducing data exposure
while preserving auditability and traceability. These uses
have been repeatedly identified in recent journal surveys and
system papers as among the principal motivations for
applying ZKPs in blockchain-based 10T ecosystems.

Although ZKPs offer strong privacy guarantees, their
deployment in Industrial loT is constrained by prover
computational cost, memory, communication overhead, and
setup complexity. Resource-constrained end devices like
sensors and actuators often cannot serve as full provers for
heavy ZKP constructions; accordingly, contemporary
research  emphasizes  lightweight ZKP  protocols,
delegation/remote-proving architectures, or hybrid designs in
which fog/edge nodes or dedicated hardware assist or act as
provers while preserving end-device privacy and non-
repudiation. These practical performance and engineering
challenges must be balanced against the security and trust
objectives when integrating ZKPs into 11oT or blockchain
stacks.

I. Layered lloT Architecture

The layered architecture plays a key role in managing
complexity and enhancing the flexibility of modern
manufacturing systems. By separating functionalities and
creating distinct layers, this architecture enables systems to
be modular, adaptive, and distributed, such that each layer
operates independently yet in coordination with the others.
Moreover, a layered architecture ensures the scalability and
efficiency of networks and cloud resources when handling the
high volume of loT data, and it enables effective orchestration
of software and hardware components within decentralized
and heterogeneous environments. Accordingly, this
architecture is considered a fundamental tool for building
self-optimizing systems, reducing production and delivery
time, and executing distributed applications in Industry 4.0

succinct, non-interactive arguments of [19].

Zk-SNARKs knowledgerrt]t;?]t r?gsut;r:t; :irgs;ed setup in There is no single, unified reference architecture for the
y Industrial Internet of Things [13].

scalable transparent arguments based on The most common loT architectures consist of three layers,

zk-STARKS colI|S|on-re5|stantsz?32es without trusted although some proposals include up to eight levels.
Table 6- Layered I1oT Architecture

= Y—
'é Layers Description Use cases e

Perception Layer
Network Layer
Application Layer

Three layers

The simplest model, focused on sensing
processes, data transmission, and application.

Suitable for basic loT applications;
however, it lacks sufficient depth
for complex systems.

[8,14, 21, 42,
43]
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2 i ; (%)
3 Sensm_g/ P_erceptlon Layer The traditional model, which adds a processing Suitable for mid-range loT/lloT ~
< | Communication/Network Layer | - . . - - ™
= . ayer between data collection and storage; applications with processing —
= Data Processing Layer . - . - 5
3 suitable for real-time data analytics. requirements. ©
2 Cloud/Storage Layer S,
® Perception Layer
L Transport Layer Adding a business layer for decision-making and | Effective for IoT/lIoT systems that —
8 Processing Layer supporting business processes and high-level require integration of business g
2 Application Layer analytics. logic.
w Business Layer

Perception Layer
& Connectivity Layer
% Edge Computing Layer A comprehensive model that incorporates Suitable for advanced 10T
= Processing Layer diverse functionalities, security, and business systems with stringent security and =)
% Appli.cation Layer logic for complex 10T systems. analytical requirements.
» Business Layer

Security Layer

1) Perception Layer

The perception layer is the lowest and one of the most
sensitive [5] layers of the Internet of Things architecture, and
its function is to interact directly with the physical
environment, identify objects, and collect real-time data
through various sensors and actuators [3, 5, 6, 14, 21, 44].

This layer includes sensors, RFID tags, scanners, actuators,
and physical identification modules that are typically highly
constrained in terms of energy, memory, and processing
capability [5, 8, 14]. These limitations make the perception
layer the most vulnerable part of 10T, and a large portion of
security attacks directly target this layer [8].

Communication among sensors and actuators is usually
carried out via lightweight wireless technologies such as
RFID, NFC, ZigBee, BLE, or low-power proprietary
protocols. These technologies enable real-time interaction,
efficient data collection, and object control; however, they
exhibit low resistance to signal disruptions, electromagnetic
interference[5], and denial-of-service attacks.

Given the limited computational and processing power,
physical deployment in untrusted environments, extensive
use of short-range wireless communications (such as RFID,
NFC and ZigBee), and the absence of strong cryptographic
mechanisms, this layer is highly vulnerable [8, 12].

Distributed Systems

Table 7- Security threats in the perception layer

Title Description Reference
Eavesdropping Eavesdropping on data transmitted between sensors and the control system [5, 8]
Sensors, PLCs, RTUs, and industrial devices are typically deployed in exposed environments. The
Physical attack goal of such attacks is the physical destruction of nodes, which disrupts their accuracy or operational | [8, 21, 42]
functionality.
Channel Blocking In jamming attacks, adversaries disrupt communication between sensors and control systems by 8 21
/ Jamming generating electromagnetic interference or producing noise. [8, 21]
Counterfeit - . - g . .
Attack / Spoofing In spoofing attacks, adversaries provide falsified sensory information to sensors or systems. [8, 21, 42]
The attacker replays a user’s usage process or authentication record, or transmits previously
Replay Attack eavesdropped valid information to the receiver after some time in order to deceive the system’s trust [8, 21]
and achieve the intended attack objective.
Tamlp r:?jl;;?o/nData The attacker injects malicious data into the sensor input and manipulates the system’s behavior. [8, 21]
Node Capture occurs at this layer, in which the attacker gains full control of a node and extracts all 47
Node Capture data passing through it. In addition, the attacker may replace or modify existing nodes in this layer. [5. 42]
Adversarial In adversarial attacks, adversaries manipulate input data in a way that appears natural to human g
Attacks observers but deceives machine-learning or computer-vision systems. [8]
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Proposed approaches for addressing security issues in the
perception layer:

Device Authentication and Authorization [3, 9, 38]
e  Use of unique identifiers for each sensor or actuator
e Lightweight keys suitable for low-power devices
o Digital certificates to ensure authenticated access

Secure Communication [38, 41, 44, 45]

e Implementation of cryptographic protocols
compatible with energy constraints, such as AES-
CCM, DTLS, or ECC-based schemes

e Protection of data against eavesdropping, tampering,
and identity spoofing

e Ensuring the security of sensor data exchange with
central control systems

Firmware and Software Security [14, 44]
e  Providing secure and regular firmware updates
e Use of digital signatures to validate code prior to
deployment on devices
e  Prevention of malicious code injection or counterfeit
firmware

Anomaly Detection [20, 36, 44, 45]
e Identification of abnormal sensor or actuator
behavior using machine learning algorithms
o Detection of potential attacks such as data injection,
physical attacks, or signal disruption
o Delivery of early warnings for proactive security
measures

2) Network Layer

The network layer in 10T/lloT architecture is responsible
for transferring data from the perception layer to application
systems and data-processing platforms [8, 14]. This layer
includes gateway devices that handle the collection, storage,
and routing of data to cloud platforms. These devices enable
communication with resource-constrained devices through
low-power protocols while simultaneously interacting with
cloud servers via high-performance communication protocols
[14]. The network layer supports various types of protocols,
each optimized for specific applications and requirements;
however, this diversity can also introduce security challenges
[46].

Table 8-Protocols used in the network layer

Cellular connectivity using I - .
LPWAN technologies (L TE-M and Transmission of small dat_a packets from Iow-_power loT dgwges to wide-area [14,
networks suitable for long-duration communication. 47
NB-10T).
Wi-Fi provides high-bandwidth connectivity over medium distances and for low- [14,
Bluetooth volume data transmission, suitable for devices that require high-speed 18, 21,
communication. 46]
L. It provides fast, low-power communication for device-to-device connectivity over [14,
Wi-Fi short distances (up to approximately 100 meters). 21, 46]
. It establishes device communications through a mesh network, enabling automatic [3, 14,
Zigbee interconnection without the need for complex infrastructure. 18, 21]
High-speed and low-cost data transmission between devices and storage systems over | [3, 14,
RFID short distances with high scalability. 18]
IPv6, by providing an enormous addressing space, advanced support for stateless
autoconfiguration, simplified routing processes, more integrated security through the
IPv6 mandatory inclusion of IPsec, and improved scalability, is well suited for large-scale [8, 18]
networks.
Table 9-Security threats in the network layer
Title Description Reference
Attackers saturate communication channels with excessive traffic, disabling the 10T network through
DoS / DDoS Denial-of-Service (DoS) attacks; distributed denial-of-service (DDoS) attacks, which are similar to [8, 14, 21,
attacks DosS but launched from multiple sources, are more difficult to mitigate and disrupt the operation of loT 42]
networks
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. The attacker intercepts and alters the communication between 10T devices or between the devices and
Man in the the central system, resulting in data manipulation, eavesdropping, or unauthorized access to sensitive | [8, 14, 42]
Middle information
Eavesdropping | Attackers eavesdrop on the communication between loT devices and potentially expose sensitive data. [8,42]
. The attacker forges the identity of an 10T/I10T device in order to gain unauthorized access to the 8 47
Spoofing network or to deceive other devices. [8,42]
. The attacker disrupts the wireless communication between 10T/I10T devices by emitting radio- 5 g
Jamming frequency noise. [5. 8]
Replay attacks, in which attackers record legitimate communications between 0T devices and later
Replay Attack replay them to gain unauthorized access or perform malicious actions. [8]

Network segmentation divides the network into separate
segments so that devices are isolated and the impact of a
compromised device is limited; security auditing and
monitoring, in which the security posture of devices and
infrastructure is regularly audited and real-time monitoring is
conducted to detect and respond to security incidents;
supplier and supply chain security, which involves
collaborating with trusted vendors that follow secure
development practices; and user training and awareness,
which informs users about 10T/I10T security risks and best
practices for maintaining secure configurations [8].

Table 10- Methods for combating security threats in the
Methods Ref.

Transport Layer
Encryption
Lightweight

Cryptography
End-to-End Encryption
Device Authentication

Mutual Authentication

Network-based
IDS/IPS (NIDS/NIPS)

Edge-Al-based IDS

Segmentation between
OT and IT equipment
Virtual LANs
(VLANS) for
separating different
types of 10T devices
Micro-Segmentation

Zero Trust Network
Segmentation

[37,

Secure communication with Cloud and Edge. 52]

network layer

3) Data Processing Layer
The third layer is the Data Processing Layer which can be
considered the core of the 10T system, as it includes various
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components that perform the operations required for
developing loT-based applications. This layer is dedicated to
data collection and processing and encompasses storage,
filtering, aggregation, computation, and analysis of
information received from the network layer. Data are
retrieved from heterogeneous devices through different
communication protocols, providing an abstraction from
specific technologies. In fact, this middleware level enables
interoperability among connected devices. Moreover, the
integration of open communication protocols and middleware
facilitates connectivity with legacy devices [13].

J. Computing Architecture in the Industrial 10T
1) Edge Computing

To address the need for processing the large volume of
data generated by heterogeneous devices, edge computing has
been introduced as a key solution [14], deploying
computational resources close to the data source (at the
network edge) to enhance computational performance and
reduce the load on cloud infrastructures [8, 12, 14, 53, 54].
The edge layer functions as a layer composed of processing,
storage, and bandwidth resources for edge devices and can
execute many real-time tasks before transmitting data to the
cloud core [12, 54]. Therefore, resource-constrained devices
typically use edge computing to minimize latency in
interacting with the cloud or neighboring servers [8].

Edge servers can self-recover and operate independently
in the event of network outages [12]. Utilizing edge servers
to compute authentication operations and verify data integrity
can significantly reduce computational costs and
management overhead [7].

The emergence of a new network model known as ElloT
(Edge-based 110T) is a direct response to the insufficiency of
computational and storage capabilities in 110T end devices.
By deploying edge servers near end devices, limitations in
processing power and storage capacity are compensated for,
and real-time requirements and big-data-driven processing
demands are largely addressed. Meanwhile, excessive
offloading of computational tasks to edge servers by
applications can lead to overload and bottlenecks on edge
servers, which itself constitutes a research and engineering
challenge in industrial implementations [55].
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Edge-based architectures combined with technologies
such as blockchain can significantly reduce latency and
service time compared to traditional I10T systems. Moreover,
blockchain-based smart contracts can enhance the security of
edge computing [12].

However, blockchain requires high computational power
and sufficient storage capacity to execute consensus
mechanisms, particularly when allocating resources within
edge computing. Therefore, the critical challenge in
blockchain-based resource allocation is enabling the
deployment and scalability of blockchain within edge
computing environments.

2) Fog Computing

Fog computing was first introduced by Cisco in 2012 as a
middle-layer computing paradigm that brings cloud
capabilities closer to the network edge. It can be viewed as an
intermediate layer between edge and cloud computing,
encompassing not only computational capabilities but also
networking, storage, and other services.

Network components in fog computing mitigate issues
related to geographical coverage and high latency by
managing resources and supporting mobility and location
awareness of distributed nodes. This layer estimates and
tracks the physical location of connected devices and the
likelihood of their departure or movement across different
regions. Components such as routers, access points, switches,
and base stations can constitute the fog layer. Depending on
the application, the number of devices and the network
topology may vary and include structures such as star or mesh
configurations.

In addition, the fog layer includes servers that store
temporary data, which is cleared after a certain period, such
as every few weeks. Compared to edge computing, devices
and servers in the fog layer are more powerful and capable of
performing more advanced analytics and dynamically and
optimally allocating resources.

Fog computing generally covers larger networks such as
multiple buildings with tens or hundreds of devices while
edge computing is typically limited to smaller networks, such
as several wearable devices or 10T devices in a smart home.
For this reason, the volume of data in the fog layer is usually
much greater than that aggregated at the edge, making it
particularly important for managing big data and maintaining
communication quality.

Despite the higher computational power of fog devices, not
all computational tasks can be executed in this layer; for
example, training deep learning models with tens or hundreds
of layers requires processing on cloud servers. Therefore, it is
essential to determine which tasks should be executed in the
fog layer and which should be delegated to higher layers to
achieve both high energy efficiency and low latency [53].

3) Cloud Computing

The cloud computing architecture for Industrial Internet of
Things systems is a multilayer distributed framework that
coordinates processing and storage from the sensor layer to
cloud data centers and ensures scalable and manageable
services. In this architecture, the edge layer reduces latency
and preserves the privacy of sensitive data, while the cloud
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layer performs heavy analytical processing; to enhance
security, contemporary architectures leverage a combination
of SDN for enforcing network policies and blockchain to
guarantee data integrity and traceability, and they also
implement Zero-Trust models along with cryptographic
mechanisms [4, 52, 55].

Table 11- Security threats in the cloud layer
Threat Description
Occurs when sensitive data
transmitted between 10T devices and
cloud services is intercepted due to
lack of encryption. Attackers may
also manipulate data during
transmission.

Malicious actors impersonate
legitimate 10T devices or cloud
services to gain unauthorized access
or disrupt operations. Traditional
authentication mechanisms are often
insufficient.

Attackers secretly intercept and
manipulate communication between
devices and cloud platforms, enabling
eavesdropping, data alteration, and
command injection.
Vulnerable 10T devices can be
hijacked and used to overwhelm

Data Interception

Identity Spoofing

Man-in-the-Middle
(MITM) Attacks

Distributed Denial-
of-Service (DDoS)

Attacks cloud servers with excessive traffic.
Insecure or outdated firmware
Firmware exposes vulnerabilities that attackers
Exploitation can exploit to gain unauthorized
access.
Wireless loT devices relying on Wi-Fi,

Bluetooth, Zigbee, or LoRaWAN are
susceptible to RF jamming and
protocol-level exploits.

Communication
Vulnerabilities

VI.

Article [25] aims to optimize resource utilization in
blockchain networks and enhance security by integrating Al
and blockchain. The proposed framework comprises three
layers: sensor, edge, and cloud. Within this framework, a
legitimacy score mechanism is employed, which is a simple
yet robust approach for calculating legitimacy scores and
increases accountability among nodes participating in
blockchain transactions. This mechanism helps manage the
complexities of trust computation in blockchain operations;
however, it is not capable of providing optimal data privacy.
To ensure maximum data integrity, non-repudiation, and
confidentiality in large-scale loT environments, the
framework utilizes the Decentralized Evidence Matrix and
the Proof of Authority (PoA) consensus mechanism.
Additionally, a neural prediction model optimized with a
metaheuristic algorithm is implemented for dynamic
detection and classification of cyber threats. This approach
reduces the computational load issues present in many Al-
based methods within network security.

Evaluations in the article indicate that the proposed
framework can increase detection accuracy up to 89% and
reduce processing time by 34%, representing a significant
improvement compared to existing blockchain-based

LITERATURE REVIEW
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methods. Moreover, detection accuracy improves by 8.1%
compared to conventional Al models. The framework also
achieves approximately 20% increase in transaction
throughput, 22% reduction in resource consumption, 19%
reduction in confirmation time relative to conventional
frameworks.

However, the article does not address three critical issues:
Scalability and computational complexity: When Al models,
blockchain, edge computing, and cloud computing are
integrated, considering the limited resources of 10T devices,
significant latency may occur. The article does not provide
detailed measurements of processing time, energy
consumption, or network bandwidth under real-world
conditions.

Resistance to sophisticated and hybrid attacks: Complex
and hybrid attacks, such as Sybil attacks or legitimacy score
forgery, are not investigated.

Real-world large-scale implementation: The maximum
number of nodes evaluated was 500, which may not reflect
real network challenges, such as interference or high
computational load.

The study [2] addresses security, privacy, and
explainability challenges in 10T by integrating federated
learning, explainable artificial intelligence (XAIl), and
blockchain. This framework employs two mechanisms
homomorphic encryption (HE) and blockchain-based smart
contracts to ensure the security of sensitive IloT data.
Hierarchical homomorphic encryption, such as CKKS,
preserves data confidentiality throughout the federated
learning (FL) process and enhances data security in high-risk
scenarios, such as edge processing or transmission to cloud

Servers.
Data Collection
(Edge Devices)
Local Data Preprocessing
(Cleaning, Normalization)
Local Model Training
(Homomorphic Encryption) [*7 77777777777
Blockchain Validation Federated Aggregation
(Consensus Mechanisms) (Blockchain-based)
Model Deployment
(Smart Contracts)

Figure 5- Architecture of the introduced framework [2]

Edge Devices

Homomorphic Encryption.
(Privacy-preserving Training)

Explajnable AT
(Interpretability)

Data collection begins at edge devices, after which local
data undergoes preprocessing procedures such as cleaning
and normalization to ensure quality and consistency.
Subsequently, the local model is trained using homomorphic
encryption, thereby maintaining data confidentiality during
computations. Federated aggregation is then performed with
blockchain support, ensuring secure, transparent, and
immutable communications. The XAl module provides
interpretability, offering meaningful insights into the model’s
behavior. Finally, the updated model is redistributed to edge
devices via smart contracts, completing the training cycle.

The study reports that the framework’s performance
remains stable as the number of devices scales up to 1,000
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edge devices and effectively manages varying data sizes from
10 GB to 100 GB. However, this represents a theoretical
design and simulation assumption rather than a practical
implementation; in the experiment, federated training was
conducted using only 2 client nodes over 3 rounds. Therefore,
the simulation is highly limited and does not adequately
reflect real industrial conditions (e.g., large numbers of
devices, data heterogeneity, network dependencies,
differences in hardware resources, or
compromised/unreliable nodes).

The study utilized a simple, publicly available dataset,
which does not reflect 110T complexities such as 10T sensors,
machine-generated data, noise, variable conditions, temporal
or sensor data, device errors, and failures. Hence, good
performance on CIFAR-10 does not necessarily indicate
success in real industrial environments. Additionally, the
framework provides limited information regarding the model
type and its architecture.

The framework employs homomorphic encryption for
privacy preservation, which introduces a significant
computational burden. Although the authors used a GPU
(Tesla T4) in their experiments to mitigate costs, real 1loT
devices typically have limited computational resources.

The framework assumes that edge device nodes are
relatively trustworthy and benign, without addressing
compromised or malicious nodes. For secure industrial
applications, mechanisms such as malicious node detection
via anomaly detection methods, adaptive node weighting,
blockchain-based trust scores, and robust aggregation
techniques should be incorporated.

Table 12- The statistical data of the paper [2]

Value Metric
95.0% Overall accuracy of the_ framework in 1loT
scenarios
99.72% Final accuracy of the_ global model after
training
0.0150 Reported loss at the end of training
294.48 seconds | Awverage training time per round (Baseline)
300 milliseconds Model processing and update latency
Time to record the model hash on the
15 seconds )
blockchain

The study in [22] focuses on authentication, group key
management, and cryptographic security. It employs a private
blockchain based on OpenEthereum and is managed in a
Python simulation environment via web3.py. Through an
identity-based authentication mechanism utilizing group
keys, this scheme reduces repeated key exchanges and
encryption computations, ensuring efficient identity
authentication among various parties in the supply chain.
Additionally, a dynamic group key management mechanism,
based on a binary key tree, automates key allocation and
updates, reduces the computational costs associated with
traditional key replacement, and enhances the security and
scalability of the supply chain system.

The architecture comprises terminal nodes, base stations,
and a private blockchain network connecting the base
stations. When a terminal enters the range of a base station,
authentication is performed and the group key (GK) is
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distributed; the communication between the terminal and the
base station is encrypted. When the terminal leaves the range
of the base station, the base station updates the key.
Transaction data are recorded on the blockchain.

This study does not utilize actual 10T hardware and relies
on software simulation. The paper focuses on algorithm
design and proof of concept and does not evaluate the
framework’s performance at a large scale. Furthermore, the
actual number of nodes and base stations is not specified, and
the consensus mechanism is not defined.

Table 13- The statistical data of the paper [22]

Metric Value
Authentication time (50 devices) Up to 5000 ms
Random value generation cost (16-bit) 0.45 ms
Hash function cost (160-bit) 2.75ms
Cryptographic pairing cost (176-bit) 9.56 ms
Average user registration time (10 users) 963 ms
Average sensor dat_a storage time (100 1908 ms
devices)
. 1273
Maximum throughput (TPS) transactions/sec
Bitcoin throughput 7 transactions/sec
Ethereum throughput 27 transactions/sec

The study in [4] examines a hybrid framework called
PriModChain for privacy preservation in Industrial 10T,
which integrates blockchain technology, federated learning,
smart contracts, and Differential Privacy (DP). Federated
learning is employed at the device level without sharing raw
data for model training. By introducing DP noise, statistical
anonymization is achieved, and blockchain is used to
establish trust, record interactions transparently, and prevent
data tampering. Consequently, an integrated system is created
that supports decentralized learning, ensures privacy and
security, and protects raw data from exposure.

The limitations of PriModChain are evaluated based on
two metrics: latency and computational cost. Considering
resource constraints and the heterogeneous hardware
capabilities of devices, employing Differential Privacy
increases the computational load and processing cost during
the model training phase. Additionally, the use of blockchain
imposes significant computational overhead in the consensus
process, transaction recording, and verification. In federated
learning, the high volume of model parameters and
mandatory synchronization among all nodes in each federated
training round, followed by coordination with the blockchain
and the addition of DP noise, results in substantial latency.
Therefore, despite its strong performance in ensuring privacy
and security, this hybrid framework exhibits high latency and
computational cost, making it unsuitable for real-time
applications and networks with stringent delay requirements.

The study presented in [56] introduces and evaluates a
Privacy-Personalized Identity (PPID) system; this system is a
blockchain-based digital identity management framework
that leverages the intrinsic security and decentralization
properties of blockchain. PPID comprises two primary
security layers: the underlying blockchain layer and the
application layer (the service execution environment).
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PPID operates as a decentralized system and does not store
any plaintext. Only cryptographic commitments and zero-
knowledge proofs (ZKPs) are recorded on the blockchain,
which prevents disclosure of users’ sensitive information.
The Grothl6 algorithm is employed to generate the zero-
knowledge proofs. This protocol guarantees fundamental
ZKP properties completeness, soundness, and zero-
knowledge and enables verification of data integrity without
revealing the underlying information. Specific computational
security within PPID is enforced via computational
commitments to protect user privacy. Verification processes
are executed through smart contracts, eliminating single
points of failure. To mitigate replay attacks, a unique, time-
sensitive challenge factor (6) is introduced to prevent
malicious re-submission of legitimate user requests.
Furthermore, one-time tokens are recorded after use and
users’ IdP addresses are included in the computations to
prevent manipulation or substitution of parameters by
adversaries.

The application layer emphasizes preserving user privacy
in interactions with services. Users disclose only the
minimum information required to service providers (SPs),
and no additional data is stored on the blockchain.
Consequently, SPs cannot infer users’ full identities solely
from blockchain addresses. Even if an adversary attempts to
reveal a user’s certificate identity, decoding the ZKP public
key is practically infeasible because the zero-knowledge
proof process and 256-bit Pedersen commitments prevent
such disclosure. Users also employ randomized certificates to
achieve unlinkability between identity and credentials.
Timestamping of certificates ensures that they are unique and
timely, while expired or previously used credentials are
rendered invalid. Verification processes disclose only the
essential data to SPs, and any public identity attribute
required is selectively released by the authorities.

The system was evaluated on the Ethereum blockchain.
The study reported a processing capacity of approximately 15
transactions per second (TPS) for public blockchains, which
may pose scalability challenges for large-scale deployments.
Achieving higher throughput may necessitate the use of
private or consortium blockchains, which can increase system
complexity and operational costs. Additionally, system
response time increases with the number of nodes and
requests. The PPID smart contracts are designed to be gas-
efficient to reduce blockchain operational costs. Use of
private or consortium chains can substantially lower
operational costs while still preserving user privacy.

Table 14-Review of the framework presented in the paper
[56]

Advantages Limitations

High privacy and security Scalability limitations

Ability to optimize smart

contracts High computational complexity

Requirement for
private/consortium blockchains
with associated costs

Prevention of replay
attacks

Unlinkability between
identity, credentials, and
verification process

Latency in large-scale
deployments
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Resistance to parameter-
substitution attacks

Limited throughput on public
blockchains

Spatial and temporal complexity
in management and large-scale
evaluation

Storage efficiency

Public blockchains such as Ethereum exhibit throughput on
the order of ~15 TPS; in scenarios with a large number of
users or transactions, response times increase and the system
may experience delays. To attain higher throughput,
deployment on private or consortium blockchains is required,
which entails greater complexity and cost. The use of ZKPs
and the Groth1l6 algorithm also renders the system’s
computations complex and computationally intensive.

The study presented in [5] introduces and evaluates a
Privacy-Personalized Identity (PPID) system; this system is a
blockchain-based digital identity management framework
that leverages the intrinsic security and decentralization
properties of blockchain. PPID comprises two primary
security layers: the underlying blockchain layer and the
application layer (the service execution environment).

PPID operates as a decentralized system and does not store
any plaintext. Only cryptographic commitments and zero-
knowledge proofs (ZKPs) are recorded on the blockchain,
which prevents disclosure of users’ sensitive information.
The Grothl6 algorithm is employed to generate the zero-
knowledge proofs. This protocol guarantees fundamental
ZKP properties completeness, soundness, and zero-
knowledge and enables verification of data integrity without
revealing the underlying information. Specific computational
security within PPID is enforced via computational
commitments to protect user privacy. Verification processes
are executed through smart contracts, eliminating single
points of failure. To mitigate replay attacks, a unique, time-
sensitive challenge factor (6) is introduced to prevent
malicious re-submission of legitimate user requests.
Furthermore, one-time tokens are recorded after use and
users’ IdP addresses are included in the computations to
prevent manipulation or substitution of parameters by
adversaries.

The application layer emphasizes preserving user privacy
in interactions with services. Users disclose only the
minimum information required to service providers (SPs),
and no additional data is stored on the blockchain.
Consequently, SPs cannot infer users’ full identities solely
from blockchain addresses. Even if an adversary attempts to
reveal a user’s certificate identity, decoding the ZKP public
key is practically infeasible because the zero-knowledge
proof process and 256-bit Pedersen commitments prevent
such disclosure. Users also employ randomized certificates to
achieve unlinkability between identity and credentials.
Timestamping of certificates ensures that they are unique and
timely, while expired or previously used credentials are
rendered invalid. Verification processes disclose only the
essential data to SPs, and any public identity attribute
required is selectively released by the authorities.

The system was evaluated on the Ethereum blockchain.
The study reported a processing capacity of approximately 15
transactions per second (TPS) for public blockchains, which
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may pose scalability challenges for large-scale deployments.
Achieving higher throughput may necessitate the use of
private or consortium blockchains, which can increase system
complexity and operational costs. Additionally, system
response time increases with the number of nodes and
requests. The PPID smart contracts are designed to be gas-
efficient to reduce blockchain operational costs. Use of
private or consortium chains can substantially lower
operational costs while still preserving user privacy.

Table 15- Review of the framework presented in the paper

[5]

Limitations
Scalability limitations

Advantages
High privacy and security
Ability to optimize smart
contracts

High computational complexity

Requirement for
private/consortium blockchains
with associated costs

Prevention of replay
attacks

Unlinkability between
identity, credentials, and
verification process
Resistance to parameter-
substitution attacks

Latency in large-scale
deployments

Limited throughput on public
blockchains
Spatial and temporal complexity
in management and large-scale
evaluation

Storage efficiency

Public blockchains such as Ethereum exhibit throughput on
the order of ~15 TPS; in scenarios with a large number of
users or transactions, response times increase and the system
may experience delays. To attain higher throughput,
deployment on private or consortium blockchains is required,
which entails greater complexity and cost. The use of ZKPs
and the Grothl6 algorithm also renders the system’s
computations complex and computationally intensive.

In paper [23], a secure mechanism for data exchange in
Industrial 10T environments is presented, utilizing blockchain
and smart contracts, and leveraging advanced cryptography
for data protection. Data are initially processed on factory
servers and encrypted using PEKS (Public Key Encryption
with Keyword Search) along with keyword-based indices,
while access control based on Zero-Knowledge Proof and
Pedersen Commitment ensures that only authorized users can
view the data, with the ability to revoke or modify access
rights. The security of the system is guaranteed through data
immutability, privacy preservation, data integrity, and
traceability of all transactions. Simulations were conducted
on a test Ethereum network with 10 nodes, and the results
demonstrated that, compared to other schemes, this approach
achieves lower and more efficient index and trapdoor
generation time and exhibits satisfactory performance in
executing smart contracts, enabling the system to transfer
data securely, reliably, and efficiently among users.

Table 16- The statistical data of the paper [23]

Metrics Value
Trapdoor Generation Proposed scheme: 2 encryptions + 1
Time hash — BASE: 2 encryptions
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Proposed scheme: 1 bilinear
computation + 1 hash — CL-dPAEKS
and SCF-MCLPEKS: higher
Proposed scheme: 3 bilinear
computations
Contract 1: 1,431,432 — Contract 2:
1,659,097 — Contract 3: 2,850,488 —
Contract 4: 137,141

Index Generation
Time

Keyword Retrieval
Time
Smart Contract
Execution Cost (Gas
Cost)

Article [7] presents an innovative framework for securing
loT-based systems in Industry 4.0, designed on the basis of a
hybrid blockchain architecture and edge computing. The
primary objective of this research is to establish an integrated
and scalable platform that ensures the confidentiality,
integrity, and availability of industrial data in smart
environments.

One of the most significant security achievements of this
study is the use of the Proof-of-Authority (PoA) consensus
mechanism in the private blockchain. Relying on the verified
identities of nodes, this approach enables fast and low-cost
transaction validation while consuming substantially less
energy compared to methods such as Proof-of-Work or Proof-
of-Stake. The choice of PoA allows the proposed framework
to align with the efficiency, low latency, and security-control
requirements of Industry 4.0.

From the perspective of data management and validity, the
paper introduces a processing pipeline that includes data
cleansing, normalization, and encoding prior to storage on the
blockchain. Each industrial datum, once converted into a
transaction, is recorded in the distributed ledger along with a

data transfer to the cloud and limits the attack surface. The
system’s hybrid architecture comprising both public and
private blockchains also enables multilayer access, role
separation, and the application of fine-grained security
controls.

Finally, the article proposes future directions for enhancing
the security of this framework, including the adoption of
guantum-resistant cryptography, the use of zero-knowledge
proofs to strengthen privacy, and the integration of artificial
intelligence and machine learning to develop threat-
prediction systems.

Article [8] presents a hybrid framework for securing
Industrial Internet of Things (lloT) networks, utilizing
Convolutional Neural Networks (CNNs) for intrusion
detection and reinforcement learning combined with
blockchain for attack prevention and mitigation. The use of
CNNs enables real-time identification of anomalous
behaviors, while blockchain ensures data integrity and secure
communications. Although technical details such as the
consensus mechanism or cryptographic algorithms are not
specified, the integration of reinforcement learning with
blockchain represents an innovative approach to reducing
vulnerabilities in 10T networks. This framework exemplifies
emerging security paradigms that, rather than focusing solely
on intrusion detection, also incorporate proactive response
and prevention, providing a foundation for designing more
resilient systems.

Table 17 -Hardware specifications used for the simulation

timestamp, signature, and encryption. Although the exact Hardware Ref.
cryptographic algorithm is not specified, the researchers Tesla T4 GPU, with 1.59 GHz clock, 40 cores, 16 GB [26]
evaluated the security of the generated keys using NIST’s memory, bandwidth up to 300 GB/s i
suite of randomness tests, indicating a strong focus on Intel Core i7 processor, 16 GB RAM, running 64-bit | .,
cryptographic robustness and the prevention of potential key CentOS 7
weaknesses. Intel Core i7 CPU @3.60 GHz and 16GB RAM. [23]
The use of edge computing is another security strength of Intel Workstation with 17 CPU with NVIDIA GPU,
i imi i 16GB RAM and 3.2 GHZ f [56]
the system. Performing preliminary processing at the edge not and s. requency
only reduces latency and the volume of transmitted data but
also decreases the risk of attacks associated with continuous
Table 18-Summary of the reviewed papers
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VII. CONCLUSION

The rapid digital transformation of industrial environments
has positioned the Industrial Internet of Things (I10T) as a
foundational pillar of modern manufacturing, automation,
and data-driven decision-making. However, the very
characteristics that make IloT attractive its large-scale
connectivity, heterogeneity, distributed nature, and reliance
on resource-constrained devices also expose it to a wide
spectrum of security and privacy vulnerabilities. Centralized
architectures further exacerbate these challenges, creating
single points of failure, trust dependencies, and inadequate
resilience against evolving cyber threats.

This survey has examined blockchain as a promising
decentralized security framework capable of addressing many
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of the structural weaknesses inherent in 1l0T ecosystems.
Through its core properties immutability, transparency,
decentralized trust, cryptographic assurance, secure
consensus, and programmable automation via smart contracts
blockchain can significantly enhance the integrity,
confidentiality, and traceability of 10T systems. Our review
shows that blockchain-based architectures enable secure
device identity management, tamper-proof logging,
automated access control, trustworthy supply-chain
traceability, and more resilient multi-stakeholder interactions.
When combined with edge/fog computing and lightweight
cryptography, blockchain can extend strong security
guarantees even to highly constrained industrial devices.
Despite these advantages, integrating blockchain with 11oT
remains non-trivial. Key challenges include scalability
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limitations, storage overhead, computational demands of
consensus mechanisms, interoperability issues, regulatory
considerations, and the practical constraints of end devices.
Moreover, cryptographic tools such as ZKP and ECC, though
powerful, introduce computational burdens that must be
balanced with IIoT’s latency and energy requirements.
Emerging paradigms including hierarchical blockchain
models, cross-layer security architectures, hybrid on-
chain/off-chain designs, and distributed resource allocation
via edge and fog computing indicate promising pathways to
mitigate these limitations.

Overall, the integration of blockchain and 10T is neither a
universal remedy nor an incremental enhancement; rather, it
represents a transformational shift toward decentralized,
auditable, and resilient industrial systems. As industrial
infrastructures continue to expand, the demand for
trustworthy automation will intensify. Future research must
therefore focus on energy-efficient consensus mechanisms,
lightweight blockchain architectures, privacy-preserving
computation for instance ZKPs and secure multi-party
computation, Al-driven intrusion detection, interoperable
standards, and practical large-scale deployments. Achieving
these goals will be essential for realizing secure, scalable, and
privacy-preserving 10T ecosystems capable of supporting the
next generation of Industry 4.0 and beyond.

VIIl. FUTURE RESEARCH DIRECTIONS

Despite the promising role of blockchain in strengthening
the security and privacy of Industrial 10T systems, several
research gaps must be addressed to achieve scalable and
practical integration. One of the most critical areas for future
work is the development of lightweight and IloT-centric
consensus mechanisms. Conventional algorithms such as
PoW, PoS, and PoA are not fully compatible with the
stringent latency, energy, and throughput requirements of
industrial environments. Therefore, future studies should
investigate deterministic and low-overhead consensus
protocols, hierarchical or federated consensus models, and
DAG-based or sharded blockchain structures capable of
supporting high-velocity industrial data while maintaining
decentralization and trust.

Privacy-preserving computation is another prominent
direction as industrial operations increasingly involve
sensitive telemetry, proprietary production data, and real-time
analytics. The integration of zero-knowledge proofs, privacy-
preserving smart contracts, secure multi-party computation,
and confidential on-chain verification can substantially
enhance privacy while maintaining auditability. However,
existing ZKP systems remain computationally expensive for
resource-constrained devices. Thus, future research must
focus on designing lightweight ZKP constructions, hardware-
assisted proving mechanisms, and architectures in which edge
or fog nodes assist in generating proofs without
compromising confidentiality.

Scalability challenges also motivate the exploration of
hybrid on-chain and off-chain architectures. Since storing or
processing large 10T datasets directly on the blockchain is
impractical, future solutions should combine on-chain
integrity with off-chain encrypted storage and computation.
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This includes the integration of decentralized storage
systems, trusted execution environments, and state-channel-
based real-time machine-to-machine interactions. Such
hybrid approaches offer a balance between performance,
privacy, and verifiability, enabling blockchain to support
industrial applications requiring high throughput and low
latency.

There is also a growing need for advanced, blockchain-
enhanced intrusion detection and autonomous defense
mechanisms. Traditional centralized IDS solutions struggle in
dynamic and heterogeneous 10T environments, and machine
learning—based approaches face challenges related to trust,
data sharing, and adversarial manipulation. Future research
should explore distributed IDS frameworks coordinated
through blockchain, federated learning-based anomaly
detection, and autonomous response systems powered by
smart contracts. These integrated approaches could enable
self-organizing, self-healing industrial networks capable of
responding to threats in real time.

Effective integration of blockchain with edge, fog, and
cloud computing is another major research direction. While
edge and fog computing provide low-latency computation
and reduce the load on cloud infrastructures, they also
introduce new complexity in deploying blockchain
components across distributed layers. Future studies must
develop resource-aware deployment strategies, adaptive task
migration policies, and energy-efficient mechanisms that
allow constrained 10T devices to participate in blockchain-
based security frameworks without compromising
performance.

Interoperability and standardization remain essential
challenges as industrial environments involve diverse
devices, communication protocols, and vendor-specific
platforms. Achieving broad adoption will require unified
interoperability frameworks, cross-chain communication
mechanisms, standardized data models, and industry-specific
guidelines that align blockchain-based IloT systems with
regulatory, operational, and cybersecurity standards.
Establishing such standards is vital for ensuring
compatibility, lowering integration costs, and supporting
multi-stakeholder industrial ecosystems.

Finally, there is a significant need for real-world
deployments, open testbeds, and empirical evaluations of
blockchain-enabled 110T. While academic research has
produced numerous conceptual models and simulated
prototypes, large-scale industrial implementations remain
limited. Future work should emphasize practical case studies
in manufacturing, smart grids, logistics, and critical
infrastructure, along with long-term evaluations of
scalability, cost, reliability, and maintainability. Developing
benchmark datasets and standardized test environments will
also support reproducibility and accelerate innovation.
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