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Abstract

Quantum computing is one of the newest and fastest-
growing areas in computer science. It combines ideas from
quantum physics, mathematics, and computation theory.
Using features such as superposition, entanglement, and
interference, quantum computers can solve problems that
classical computers cannot handle efficiently. In recent years,
this field has moved quickly from theory to real-world
hardware and applications. Today, quantum computing is
used in areas such as machine learning, optimization,
cryptography, and scientific simulation. Many new
researchers who want to work in this field face challenges in
choosing their specific research direction. This paper
provides a clear and organized review of the main subfields
and research paths in quantum computing. The topics include
theoretical concepts and quantum algorithms, hardware and
architectures, error correction, distributed quantum
computing, quantum communication and cryptography,
quantum machine learning, simulation, quantum cloud
computing, and quantum information theory. The paper also
discusses current challenges, new research trends, and future
opportunities in this area. Its main goal is to offer a simple
roadmap to help young researchers start and contribute
effectively to quantum computing research.

Keywords: Quantum Computing, Quantum Algorithms,
Error Correction, Quantum Machine Learning, Quantum
Communication, Quantum Cryptography, Quantum Cloud
Computing.

I.  INTRODUCTION

Quantum Computing is one of the newest and fastest-
growing research fields in computer science and theoretical
physics [1]. It opens new possibilities for computational
power that go beyond the limits of classical systems [2]. This
field is based on the main principles of quantum mechanics
superposition, entanglement, and interference and aims to use
these phenomena to perform computations that classical
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computers cannot handle efficiently[1]. While classical
computers work with binary bits, quantum computing uses
qubits as the basic unit of information [3]. A qubit can exist
in several states at the same time. This property allows natural
parallelism in data processing [4].

In the past two decades, research in quantum computing
has moved from theory to physical implementation and real
applications. Major companies and research centers such as
IBM [5], Google [6], Microsoft [7], D-Wave [8], and Rigetti
[4] have developed early quantum systems. These systems
allow researchers around the world to access quantum
resources through cloud platforms. Such progress has turned
quantum computing from a purely theoretical idea into an
interdisciplinary field that connects computer science,
physics, mathematics, electrical engineering, biotechnology,
and even economics. The growing importance of this field has
led to the creation of many subfields, each representing a
unique research direction. From a theoretical point of view,
different computational models have been proposed, such as
the quantum circuit model [9], quantum Turing machine [10],
measurement-based computing [11],
quantum annealing models [12]. In the area of algorithms,
well-known examples such as Shor’s algorithm [13] for
factoring large numbers and Grover’s algorithm [13] for fast
searching have shown that quantum systems can outperform
classical computers in specific problems. In addition,
quantum computational complexity through classes like BQP
(Bounded-Error Quantum Polynomial Time) [14], QMA
(Quantum Merlin Arthur) [15], and QCMA (Quantum
Classical Merlin Arthur) [16] helps define the theoretical
boundaries of what quantum computers can do and how this
relates to classical complexity theory.

From a physical and engineering perspective, different
technologies have been developed to build qubits, including
superconducting circuits [17], trapped ions [18], quantum
dots [19], photonic systems [20], and nitrogen-vacancy
centers in diamond (NV centers) [21]. Each of these
technologies has its own strengths, limitations,
challenges, especially in maintaining stable quantum states
and controlling noise. Other key issues include the design of
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quantum gates, error correction [22,23], and quantum
processor architectures [24]. At the application level,
subfields such as Quantum Machine Learning (QML) [25],
Quantum Simulation [26,27], Quantum Cloud Computing
[62], Distributed Quantum Computing [29] and Post-
Quantum Cryptography [30,31] are opening new horizons for
combining quantum computing with modern technologies.
These areas have potential applications in industrial
optimization, quantum  chemistry, data  analysis,
cybersecurity, and biological sciences.

Despite major advances, there are still important
challenges, including qubit stability, quantum error correction
[22], hardware scalability [32], algorithm validation [33], and
protocol standardization. These issues still limit the practical
expansion of large-scale quantum systems. Therefore, future
research directions must consider theoretical, physical, and
practical aspects together. This paper aims to provide a clear
and structured research roadmap for new and interested
researchers. It offers a comprehensive and organized review
of the whole field of quantum computing. Figure 1 illustrates
the subfields within the field of quantum computing research.

Organization of the paper: Section II discusses
theoretical foundations and quantum algorithms. Section III
focuses on hardware and system architectures. Section IV
introduce applied topics such as error correction, quantum
communication, software, machine learning, and simulation.
Section V presents emerging topics and open research
challenges. Section VI concludes the paper and suggests
future research directions.

II.  THEORETICAL FOUNDATIONS AND QUANTUM

ALGORITHMS

Quantum computing is based on the fundamental
principles of quantum physics, and its theoretical foundations
underlie all hardware and application developments in the
field. Section A introduces quantum computing models.
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Section B discusses quantum algorithms. Section C describes
quantum complexity analysis algorithms.

A. Quantum computational models

The theoretical analysis of quantum computation is
conducted through the introduction and examination of
several fundamental computational models, each offering its
own perspective, mathematical framework, and set of
limitations. The most well-known of these models are
introduced in the following section.

1. Quantum circuit model

In the circuit model, computation is performed as a
sequence of unitary gates applied to a set of qubits. This model
provides an intuitive and structured framework for algorithm
designers, and many algorithms as well as theoretical results
including quantum complexity and circuit simulation have
been developed within this framework [9]. Reference texts in
this area systematically explain the fundamental concepts of
circuits, gates, measurements, and performance metrics [9,34].

2. Quantum Turing Machine

The quantum Turing machine is an abstract conceptual model
that seeks to redefine quantum computation within the
framework of classical computation theory (Turing machines)
[10]. This model is useful for theoretical problems, such as
determining quantum complexity classes and proving
equivalence results between models; however, for practical
algorithm design, the circuit model is generally more common
and applicable [13].

3. Measurement-based Quantum Computing-MBQOC

In this approach sometimes referred to as the one-way
quantum computer a special multi-qubit state (typically a
cluster state or graph state) is first prepared, and computation
is then performed through successive single-qubit adaptive
measurements on this state. Measurement-Based Quantum
Computing (MBQC) [11] is computationally equivalent to the
circuit model, but the methods for designing and executing
algorithms are quite different, offering advantages for certain
photonic and cluster-state-based implementations [35].

4.  Adiabatic Quantum Computation / Quantum
Annealing

In the adiabatic model, computation is performed by
slowly evolving the system’s Hamiltonian [36,37] from a
simple initial state to a target Hamiltonian. If the adiabatic
conditions are satisfied, the system remains in its ground state,
and the solution to the problem is extracted from the ground
state of the final Hamiltonian [12,36,37]. Theoretical results
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show that adiabatic computation (in its general form) is
computationally equivalent to the circuit model meaning any
circuit-based algorithm can be simulated adiabatically in
polynomial time but practical considerations, such as the
spectral gap size and sensitivity to noise, introduce significant
differences in its applicability [37].

Familiarity with these models is essential for novice
researchers, as the choice of a suitable model directly impacts
algorithm design, hardware implementation, and complexity
analysis. Moreover, establishing equivalence between some of
these models (e.g., adiabatic [12] and circuit models [9])
provides a valuable foundation for translating theoretical
results into different practical implementations.

B. Prominent Quantum Algorithms

Prominent classical algorithms have played two important
roles in quantum computing: (a) demonstrating the potential
for clear quantum advantage in specific problems, and (b)
providing algorithmic structures that have served as the
foundation for the development of subsequent quantum
algorithms. The most significant of these algorithms and their
related branches are introduced in the following section.

1. Shor’s Algorithm for Factoring and Discrete
Logarithms

Shor’s Algorithm (1994/1995) was the first quantum
algorithm to demonstrate that integer factorization and, by
extension, discrete logarithm computations can achieve
exponential speedup compared to the best classical algorithms
[13]. This result has profound implications for RSA-based
[13] cryptography and the security infrastructure of the
Internet, providing a major incentive for the development of
quantum hardware. It is important to note that practical
implementation of Shor’s Algorithm on large numbers
requires a high number of qubits and error correction;
therefore, achieving scalable, application-level
implementations remains a significant research challenge [38].

2. Grover’s Algorithm for Unstructured Search

Grover’s Algorithm (1996) [13] provides a method for
searching a desired element in an unstructured database,
achieving a runtime of 0(v/n), whereas the best classical
algorithms typically require O(n) time. Grover’s algorithm
exemplifies a quadratic speedup, and its techniques such as
amplitude amplification have been employed in the design of
many other quantum algorithms [13].

3.

Simulation and Linear Equation Solving
Algorithms: HHL and Hamiltonian Simulation

28

Simulating quantum systems [37] and computing their
spectral properties is one of the fundamental applications of
quantum computing. The Harrow Hassidim Lloyd (HHL)
algorithm [39] for solving linear systems demonstrated that,
for certain classes of matrices, exponential speedup over
classical methods is possible albeit with specific constraints,
such as compatibility conditions and the extraction of
particular information from the solution. Additionally,
Quantum Phase Estimation (QPE) and Hamiltonian
simulation methods [37] serve as key tools for calculating
energies and properties of molecular and material systems.

4. Variational and Hybrid Algorithms (VQE,

QAOA, and Related Methods)

Given the limitations of Noisy Intermediate-Scale
Quantum (NISQ) systems [40], hybrid methods based on
parameterized optimization such as the Variational Quantum
Eigensolver (VQE) and the Quantum Approximate
Optimization Algorithm (QAOA) have been developed [40].
VQE is a widely used approach for estimating the ground-state
energy of molecules and physical systems, employing a short-
parameterized quantum circuit combined with a classical
optimization loop; its initial implementation was reported by
Peruzzo et al [41]. QAOA, on the other hand, was introduced
for combinatorial optimization problems and is expected to
offer potential advantages in practical optimization tasks, even
on NISQ devices. However, the complete analysis of its
performance and practical superiority remains an active area
of research.

Comprehensive reviews of quantum algorithms indicate
that the main application domains include cryptography (and
quantum threats to classical cryptosystems), combinatorial
optimization, chemical and physical simulation, and linear or
statistical problems. However, each algorithm has practical
constraints (such as circuit depth, qubit count, and error
sensitivity) as well as theoretical limitations (including oracle
dependence and complexity conditions) that must be
considered when proposing applications. Recent surveys have
summarized these aspects, highlighting practical use cases,
end-to-end complexity, and implementation considerations.

C. Quantum Complexity Analysis and Complexity Classes

One of the central aspects of quantum computation theory is
the precise characterization of the computational power of
quantum systems relative to classical ones. To this end,
quantum complexity classes have been defined, studied, and
compared with their classical counterparts [42].
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1. Fundamental Classes and Their Meanings

The Fundamental Classes are as follows:

e BQP (Bounded-Error Quantum Polynomial Time):
This class includes problems that can be solved by a
quantum circuit model in polynomial time with a
bounded probability of error. BQP plays a role
analogous to BPP (Bounded-Error Probabilistic
Polynomial Time) in the classical probabilistic
setting [14,43].

e QMA (Quantum Merlin Arthur): QMA is the
quantum  analogue of the classical NP
(Nondeterministic Polynomial Time) or MA (Merlin
Arthur) classes. In this model, a quantum witness
(proof) is verified by a quantum reference machine.
Important problems such as the Local Hamiltonian
Problem are known to be QMA-complete [15].

e QCMA (Quantum Classical Merlin Arthur) and QIP
(Quantum Interactive Polynomial Time): These are
further generalizations that incorporate models with
classical-quantum proofs or interactive verification
protocols. Research on the inclusion and separation
relationships between these quantum and classical
complexity classes remains an active and
fundamental area of theoretical investigation [16].

2. Theoretical Relations and Selected Results

In complexity theory, it has been established that many
natural inclusions hold (for example, P € BPP € BQP <
PP < PSPACE); however, whether these inclusions are
proper or equal remains open in most cases [44]. Moreover,
oracle separation results and completeness results such as the
QMA-completeness of the Local Hamiltonian Problem have
provided a clear framework for understanding the limits and
power of quantum algorithms. These findings serve as
important guidelines for selecting meaningful and well-
defined research problems in quantum computation [42].

Understanding the structure and definitions of these
classes is essential for researchers who aim to make claims
about quantum advantage. Many practical results such as
assertions of quantum superiority for a specific algorithm or
hardware must be evaluated within the framework of this
theory to avoid incorrect or exaggerated statements. Studying
comprehensive reviews of quantum algorithms and
foundational texts in quantum complexity theory is therefore
strongly recommended.

III. ARCHITECTURE, HARDWARE, AND IMPLEMENTATION
TECHNOLOGIES IN QUANTUM COMPUTING

This section introduces the areas related to the design and
implementation of quantum hardware and system
architectures. One of the most fundamental and dynamic
research areas in quantum computing is the design and
implementation of quantum hardware and system
architectures. This field bridges the gap between quantum
computation theory and physical technologies [1], aiming to
create platforms capable of realizing qubits in a stable,
controllable, and scalable manner. Unlike classical bits,
qubits are inherently fragile and highly sensitive to noise,
temperature fluctuations, and environmental interactions [2].
Therefore, developing fault-tolerant quantum hardware
requires interdisciplinary expertise spanning physics,
electronic engineering, materials science, and computer
science. Among the research areas that attract attention within
this subfield are:

A. Qubit Implementation Technologies

Several major platforms have been developed for qubit
implementation, each with its own advantages and
challenges:

e  Superconducting Qubits: One of the most advanced
technologies, employed by companies such as IBM,
Google, and Rigetti [4,5,6,7]. These qubits operate
based on Josephson junction circuits and offer high
scalability, but they require extreme cooling to
millikelvin temperatures.

e Trapped Ions: This technology uses electromagnetic
fields to trap ions in a vacuum and performs
quantum operations using lasers. High gate fidelity
and long coherence times are among its main
advantages [45].

e Quantum Dots: Qubit states are implemented within
semiconductor structures compatible with CMOS
technology, offering potential for mass production in
the future [19].

e Photonic Quantum Computing: Photons are used to
encode and transmit quantum information, making
this approach ideal for quantum communication and
low-noise computation [20].

e Spin in Diamond (Nitrogen-Vacancy Centers):
Nitrogen defects in diamond lattices are used to
represent qubits, particularly useful for quantum
sensing and metrology applications [21].

1. Quantum Gates and Error Correction
Quantum Gates are the fundamental units of quantum
information processing. Their performance is evaluated in
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terms of fidelity and resistance to noise. Active research
challenges in this area include designing fast and stable gates,
modeling physical errors, and improving system feedback
and control [46].

Decoherence is the primary mechanism leading to the loss
of quantum information. Error mitigation strategies include
engineering the physical environment, employing Quantum
Error Correction (QEC) codes, and dynamically calibrating
gates, all of which represent key research directions in the
field [22,23].

2. Quantum System and Processor Architectures

At the system level, the design of quantum processor
architectures, the connectivity and coupling between qubits,
the allocation of quantum
management play a decisive role in scalability. Researchers
are working to develop Modular Quantum Architectures that
can synchronize multiple processors, enabling more scalable
and flexible quantum systems [47].

From an engineering perspective, the design of cooling
systems, mitigation of environmental noise, and precise
control of microwave signals [47] are active research topics
that are critically important for the development of next-
generation quantum hardware. Given the dynamism of this

resources, and thermal

field, several research directions are recommended for young
researchers, including:
e Modeling and simulating noisy qubits to analyze
stability and fidelity in real quantum systems.
e Designing modular quantum architectures to
enhance the scalability of quantum processors.

e Analyzing decoherence phenomena in different
physical environments and developing control and
mitigation techniques.

e Researching on-chip quantum communication for
future quantum processors.

o Integrating multiple implementation technologies
(Hybrid Quantum Architectures), such as combining
photonics with superconducting qubits, to achieve more
efficient system architectures.

These subfields provide a broad and interdisciplinary
platform for collaboration among physicists, electronic
engineers, and computer science researchers, shaping the
future trajectory of quantum computing.

IV. APPLIED AND INTERDISCIPLINARY TOPICS IN
QUANTUM COMPUTING

This section explores the applied and interdisciplinary
areas of quantum computing. These fields have grown from
the foundations of theory and hardware architecture and are
now becoming key platforms for future research and
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technology development. As the field moves beyond its
theoretical roots, research has shifted toward practical and
applied challenges. These include quantum error correction
and fault tolerance, quantum communication and
cryptography, software and development tools, quantum
machine learning, quantum cloud and distributed computing,
and quantum information theory. Such topics are not only vital
for the stability and scalability of quantum systems but also
form the basis for the next generation of industrial and
technological applications.

A. Quantum Error Correction and Fault Tolerance

In quantum systems, decoherence and environmental noise
are the main factors limiting the performance and accuracy of
computations. Unlike classical computers, qubits are highly
sensitive to decoherence and external errors, so even small
interactions with the environment can destroy quantum
information. Therefore, developing and implementing
Quantum Error Correction (QEC) codes is essential for
building stable and reliable quantum systems [22,23]. The
most common and foundational codes include the Shor Code,
Steane Code, and Surface Code [48]. These codes use logical
repetition and qubit entanglement to detect and correct
different types of errors, such as bit-flip and phase-flip errors.
For example, the Shor Code uses nine physical qubits to
implement one logical qubit and can correct single-qubit
errors, while the Surface Code employs a two-dimensional
lattice structure to enable large-scale fault-tolerant
computations [49].

Fault-Tolerant Quantum Computation is the next step in
building reliable systems. In this approach, quantum
operations are designed so that logical computations can
continue correctly even in the presence of random errors. The
Threshold Theorem is crucial here, stating that if the error rate
per qubit stays below a certain threshold, long and complex
computations can be performed reliably [50]. Another key
technique is Magic State Distillation, which converts
imperfect physical qubits into high-quality, low-error logical
qubits [51]. This method is especially important in Surface
Code architectures and enables the execution of complex
logical gates [51]. Researchers have previously tried to
provide solutions to increase the fault tolerance [52] and
reliability [53,54] of classical systems. Inspired by them, it is
possible to increase the fault tolerance and reliability of
quantum systems.

For researchers and software developers, simulating and
analyzing the performance of error-correction codes is very
important. Tools like Stim [55] and Qiskit QEC [56] allow
testing code performance under noise [57] and analyzing
effective error rates [57]. These simulators not only help in
algorithm testing but also in optimizing code design and error-
correction strategies, guiding researchers to identify optimal
parameters for real hardware implementation.

B. Quantum Communication and Cryptography

Quantum Communication is one of the most important and
foundational applied areas of quantum computing, providing
the infrastructure for the future quantum internet. By
leveraging  unique quantum  properties, especially
entanglement and the no-cloning theorem, it enables secure
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and reliable information transfer. Research in this field focuses
both on developing new protocols and on practical, scalable
implementations of quantum networks [58]. A key application
of quantum communication is Quantum Cryptography, which
allows secure exchange of encryption keys in a way that any
eavesdropping attempt is detectable. Well-known protocols
like BB84 [59] and E91 [59] use encoded qubits and quantum
mechanics principles to ensure complete security in key
distribution [60].

Recent research focuses on multi-node quantum networks
[61], which enable quantum information exchange between
several nodes. In these networks, entanglement distribution
plays a central role, forming the basis for secure
communication and distributed quantum processing. Because
entanglement quality rapidly decreases with distance,
Quantum Repeaters are essential to amplify and restore
entangled states [61]. Another key tool is Quantum
Teleportation, which allows the exact transfer of a qubit’s state
from one location to another without physically moving the
qubit. Combining quantum teleportation with distributed
networks and quantum cryptography makes the design of a
quantum internet possible, providing a secure global
communication infrastructure [62]. Practical implementations
have demonstrated that Quantum Key Distribution (QKD)
[63] can be deployed in real networks, including urban and
intercontinental settings. This technology has applications in
military and national security and opens research opportunities
to improve scalability, reduce error rates, and increase key
exchange speeds [64].

C. Quantum software, simulation, and development tools

Due to practical limitations in accessing physical qubits
and their sensitivity to noise, using quantum programming
languages and quantum simulators for designing, testing, and
analyzing algorithms has become essential. These
environments allow the development and implementation of
both classical and novel quantum algorithms without the need
for real hardware, enabling researchers to evaluate algorithm
performance, stability, and error rates before actual execution.

Several programming languages and frameworks are
prominent in this field, each offering unique features. For
example, Qiskit [S7] from IBM allows designing and running
quantum algorithms on both simulators and real hardware.
Cirq from Google is suited for developing and simulating
algorithms close to NISQ hardware performance, while Q#
[65] from Microsoft provides a high-level language for
programming quantum applications and managing qubits.
Other tools like PennyLane [65] and Braket [65] enable
researchers to develop hybrid classical-quantum algorithms
and quantum machine learning models [66]. In addition to
programming languages, quantum simulators play a crucial
role in testing algorithm performance, analyzing noise and
errors, and modeling quantum networks. These simulators
allow controlled execution of algorithms with precise analysis
of errors caused by noise, decoherence, and hardware
limitations. Using these tools, researchers can experiment with
error-correction strategies [22] and optimization techniques
[67] before deploying algorithms on physical qubits, adjusting
operational parameters as needed.

Another important area is the modeling and formal
verification of quantum systems [68]. Methods such as Formal
Verification and the use of Petri nets for quantum systems [69]
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allow formal analysis of algorithm and hardware behavior,
helping researchers ensure the correctness of complex systems
[68]. At the system level, the development of Quantum
Operating Systems [70] and quantum resource management
tools, including qubit scheduling and optimal gate allocation
[71], is of particular importance. These capabilities enable
efficient and optimized execution of algorithms on real
hardware while minimizing the impact of errors and delays.
Research in this area not only improves system performance
but also lays the foundation for scalable and practical quantum
computing platforms. We have used specific methods to
model and verify [72,73,74,75,76,77] distributed classical
algorithms, and we can also model and verify quantum
systems using their inspiration.

D. Quantum Machine Learning

Quantum Machine Learning (QML) [25] is one of the
fastest-growing and emerging research areas at the
intersection of artificial intelligence and quantum computing.
It aims to leverage the parallelism and superposition of qubits
to enhance the performance of classical machine learning
algorithms. The main goal is to accelerate learning processes,
improve model accuracy, and provide solutions for large and
complex problems that are difficult or infeasible for classical
computers [25]. A key subfield of QML is quantum learning
models, such as Quantum Neural Networks (QNNs) [78] and
Quantum Support Vector Machines (QSVMs) [79]. QNNs
utilize quantum properties like superposition and
entanglement to model complex relationships in data more
efficiently than classical networks. QSVMs provide higher
speed and accuracy for data classification tasks compared to
classical SVMs [25].

Another important area is hybrid quantum-classical
algorithms, where some computations run on qubits while
others are processed classically. Prominent examples include
Variational Quantum Circuits (VQCs) [80] and Parameterized
Quantum Circuits (PQCs) [80], which are applied to
optimization problems, drug design, quantum chemistry, and
deep learning. These algorithms iteratively train and optimize
qubit parameters to improve model performance [25].

Quantum deep learning is another emerging research
direction, combining multiple layers of quantum neural
networks to extract complex features and hidden patterns from
large datasets. This approach opens innovative opportunities
for pattern recognition, data classification, and process
optimization, especially in fields with large or complex data,

such as computational chemistry, pharmaceuticals,
bioinformatics, and physical simulations. From a practical
perspective, QML can enhance optimization [25],

classification [79], pattern recognition [79], and complex
simulations. For example, in quantum chemistry, it can speed
up molecular structure determination and chemical reaction
prediction; in pharmaceuticals, it can accelerate and improve
drug design; and in industrial applications, it can optimize
resources and processes with higher speed and lower energy
consumption.

E. Cloud and Distributed Quantum Computing

Quantum Cloud Computing (QCC) enables researchers
and developers to access qubits and quantum processors over
the internet without investing in expensive quantum hardware.
Remote access to quantum systems allows for the execution of
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algorithms, testing, and simulation of models in real-world
environments, while eliminating operational costs and
physical limitations [81]. Major platforms in this area include
IBM Quantum Experience, AWS Braket, and Azure
Quantum, which provide access not only to real quantum
hardware but also to advanced simulators and development
tools. These platforms allow users to run quantum algorithms,
simulate quantum networks, and evaluate performance under
noise and error conditions. Researchers can use these
environments to develop hybrid quantum-classical models,
test QML algorithms, or analyze error correction codes [25].
A key topic in QCC is resource management and qubit
scheduling. Due to the limited number of qubits and gates in
each processor, intelligent scheduling is required to optimize
resource utilization, reduce latency, and improve algorithm
efficiency. This becomes especially important in multi-user
environments where several researchers access cloud services
simultaneously [81]. Algorithms for communication in
distributed systems have been proposed in the past. Inspired

by these algorithms [82,83], new algorithms for
communication in distributed quantum computing can be
proposed.

Quantum as a Service (QaaS) provides a framework that
allows users and organizations to execute quantum programs
without deep knowledge of underlying hardware. Similar to
classical cloud models such as IaaS or SaaS, QaaS faces
unique challenges of quantum systems, including noise,
decoherence, and limited scalability. These services also
integrate mechanisms for data security and privacy [84],
which are crucial in sensitive domains such as cryptography,
computational chemistry, and pharmaceuticals. Beyond QCC,
the concept of Distributed Quantum Computing (DQC) [29] is
gaining increasing attention. In this paradigm, multiple
quantum processors are interconnected through quantum
networks, enabling scalable and parallel processing via
entanglement distribution and quantum teleportation. This
approach mitigates the qubit limitations of individual
processors and supports the execution of large and complex
algorithms. By combining QCC and DQC [81,34], researchers
can design secure, multi-node quantum networks and develop
fault-tolerant and noise-resilient algorithms for next-
generation quantum infrastructures.

F. Quantum Information Theory

Quantum Information Theory (QIT) [85] is one of the most
fundamental scientific branches in the field of quantum
computing and communication, forming the mathematical and
theoretical foundation of all quantum systems. This theory
explores how information is represented, transmitted, and
processed in systems governed by the laws of quantum
mechanics. Unlike classical information theory, which relies
on the bit as the smallest unit of information, quantum
information theory uses the qubit as its fundamental unit. Due
to properties such as superposition and entanglement, qubits
exhibit behaviors that are impossible in classical systems,
opening new  possibilities for computation and
communication. A key concept in this theory is quantum
entropy [85], which quantifies the amount of uncertainty or
information contained in a quantum state. It generalizes
Shannon entropy from classical information theory and is
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essential in analyzing quantum communication channels [86],
cryptographic systems, and information measurement.
Another important notion is quantum mutual information,
which measures the amount of shared information between
two quantum systems and helps in understanding the
correlations within entangled states. One of the foundational
principles of QIT is the no-cloning theorem, which states that
it is impossible to create an exact copy of an unknown
quantum state. Unlike classical information that can be
duplicated freely, this principle guarantees security in
quantum  communication by  preventing  perfect
eavesdropping. Another significant limitation is expressed by
the Holevo bound, which defines the maximum amount of
classical information that can be extracted from a quantum
state.

From a communication perspective, the capacity of

quantum channels is a central topic, determining how much
information (either classical or quantum) can be reliably
transmitted through a quantum channel. This capacity is
affected by factors such as noise, interference, and quantum
decoherence phenomena that degrade quantum states during
transmission. Finally, quantum information theory also studies
entanglement measures [85], which are mathematical tools
[85] for quantifying the degree of entanglement between
quantum systems. These measures are essential not only for
quantum cryptography and information transfer, but also for
algorithm design, quantum data compression, and the
performance analysis of quantum systems.
Overall, quantum information theory serves as a bridge
between mathematics, physics, and computer science,
providing the essential foundation for understanding advanced
topics such as quantum computing, secure quantum
communication, and quantum simulation.

G. Interdisciplinary Applications of Quantum Computing

One of the key interdisciplinary areas in this field is
Quantum Finance [87]. In this domain, quantum algorithms
are applied to financial market analysis, risk modeling,
portfolio optimization, and market behavior prediction.
Algorithms such as Quantum Annealing [88] and the
Variational Quantum Eigensolver (VQE) [89] can efficiently
find optimal solutions to large and complex financial
problems. Major companies and financial institutions are
exploring quantum computing to enable faster market data
analysis and smarter decision-making.

Another significant area is Quantum Bioinformatics [90],
which lies at the intersection of biology, chemistry, and
computer science. This field leverages quantum computing to
model the structure of biological molecules [91], analyze
protein interactions, and understand biological processes at the
quantum level. For example, quantum algorithms can
accurately calculate electronic state energies in molecules or
simulate the behavior of DNA [92] and RNA [93], leading to
major advancements in drug discovery and pharmaceutical
design. Quantum computing can drastically reduce the time
and cost of drug development by enabling highly precise
molecular simulations. In the industrial sector, quantum
optimization plays a crucial role in logistics and
manufacturing. Many industries face NP-hard problems such
as route planning, resource allocation, production scheduling,
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and supply chain optimization. Quantum algorithms like the
Quantum Approximate Optimization Algorithm (QAOA) and
Quantum Annealing can solve these problems faster and more
accurately than classical approaches. Companies such as
DHL, Volkswagen, and Airbus are actively experimenting
with quantum technologies to optimize transportation routes,
energy consumption, and complex system design.

Finally, two foundational and technological fields
Quantum Control [94] and Quantum Metrology [95] represent
other vital interdisciplinary areas. Quantum Control focuses
on developing techniques to precisely manipulate and guide
quantum states, improving the robustness of quantum systems
against noise and errors. Meanwhile, Quantum Metrology
exploits quantum phenomena such as entanglement and
superposition to achieve measurement precision beyond
classical limits. This field is central to the development of
ultra-precise atomic clocks, quantum sensors [96], and next-
generation navigation technologies.

V. EMERGING TOPICS AND OPEN RESEARCH

CHALLENGES IN QUANTUM COMPUTING

One of the key challenges in quantum computing is error
mitigation [97]. Unlike classical computers, quantum systems
are highly susceptible to noise and decoherence, which lead to
the loss of quantum information. Since current technology has
not yet reached the level of fully implementing quantum error
correction (QEC) codes, researchers are exploring lighter and
more cost-efficient techniques to reduce errors at the software,
algorithmic, and hardware levels. Methods such as zero-noise
extrapolation,  probabilistic  error  cancellation, and
measurement error mitigation are among the most widely
studied approaches. Developing these methods is essential for
achieving reliable quantum computation in today’s NISQ
(Noisy Intermediate-Scale Quantum) era [98]. Another major
challenge is scalability and connectivity among qubits.
Current systems are limited to only a few dozen or hundred
qubits, whereas running large-scale quantum algorithms
requires thousands or even millions of qubits. Designing
architectures that enable efficient communication between
qubits without increasing error rates is therefore crucial.
Research on multi-processor quantum networks, photonic
interconnects, and modular architectures aims to address these
limitations. Furthermore, emerging technologies such as qubit
teleportation and distributed quantum computing are opening
new possibilities for scaling up quantum systems.

Quantum benchmarking has also become an increasingly
important research topic. With the growing diversity of
hardware platforms including superconducting qubits, trapped
ions, and photonic systems there is a strong need for
standardized frameworks to compare the accuracy, speed,
stability, and efficiency of different devices. Techniques such
as randomized benchmarking, cross-entropy benchmarking,
and quantum volume are commonly used for performance
evaluation. However, many open questions remain about how
to define comprehensive and reliable metrics for measuring
the overall quality of quantum computations.

Another important topic is hybrid classical quantum
architectures. Currently, many practical algorithms combine
classical and quantum components to maximize
computational efficiency. This approach is particularly
valuable in quantum machine learning and optimization,
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where the quantum processor acts as an accelerator for
classical computations. The main challenges in this field
include designing effective software interfaces, achieving
optimal task scheduling between the two components, and
minimizing communication overhead. From a theoretical
perspective, formal verification of quantum programs is an
active and highly complex area of research. Because quantum
systems follow the probabilistic nature of quantum mechanics,
traditional verification methods such as model checking or
formal proofs are difficult to apply directly. Researchers are
therefore developing new logics, languages, and formal
frameworks that can ensure properties like functional
correctness and information security in quantum programs.
This is especially critical for guaranteeing the correctness of
algorithms used in quantum cryptography, quantum chemistry
simulations, and other mission-critical applications.

Finally, ethics and policy in quantum technologies
represent a rapidly emerging interdisciplinary challenge. As
the world approaches the era of practical quantum computing,
questions about its social, economic, and security impacts are
becoming increasingly significant. For instance, the potential
of quantum systems to break current cryptographic schemes
could have profound implications for privacy, data security,
and even international relations. Consequently, the
development of regulations, standards, and ethical guidelines
for the responsible use of quantum technologies is becoming
more urgent than ever.

VI. CONCLUSIONS

Quantum computing, as one of the most significant
scientific and technological achievements of the twenty-first
century, has opened new frontiers in computational power and
in our understanding of the fundamental concepts of physics
and mathematics. This paper reviewed various aspects of the
field from theoretical foundations and quantum algorithms to
hardware implementations, development tools, and
interdisciplinary applications. Theoretical topics such as
quantum computational models, well-known algorithms like
Shor’s and Grover’s, and the analysis of quantum complexity
classes (such as BQP and QMA) form the scientific basis of
this discipline, demonstrating how quantum computation can
theoretically surpass classical models. In the area of
architecture and hardware, several technologies such as
superconducting qubits, trapped ions, photonics, and quantum
dots were introduced, each with its own advantages and
challenges. The study of errors and noise, analysis of
decoherence, and the development of scalable architectures
are key topics on the path toward building stable and industrial
quantum systems. In this regard, quantum error correction and
fault-tolerant quantum computation were emphasized as the
backbone of reliable quantum processing.

Meanwhile, the rapid growth of quantum communications
and the development of quantum networks and the quantum
internet envision a future where communication security is
guaranteed by the fundamental principles of physics.
Technologies such as Quantum Key Distribution (QKD),
quantum teleportation, and entanglement distribution are
paving the way for the realization of multi-node networks and
the future quantum internet. In terms of software and
development, the emergence of platforms such as Qiskit, Cirq,
Q#, PennyLane, and Braket has provided researchers and
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engineers with tools to simulate, model, and analyze quantum
algorithms and systems. In addition, topics such as quantum
resource management, qubit scheduling, and the formal
verification of quantum systems represent active research
areas aimed at ensuring correctness and efficiency in quantum
computation. From an application perspective, Quantum
Machine Learning (QML), Quantum Simulation, and
Quantum Cloud Computing were identified as three key
directions with potential impact on data science, chemistry,
pharmaceuticals, industrial optimization, and even social
sciences. Furthermore, Quantum Information Theory, as the
theoretical foundation of the field, explains fundamental
concepts such as quantum entropy, quantum channel capacity,
and the limits of information transmission.

Finally, the discussion of open challenges and emerging

topics including error mitigation, scalability, benchmarking,
hybrid architectures, and the ethical and policy dimensions of
quantum technologies highlights that the future of this
discipline depends not only on technical innovation but also
the convergence of computer
mathematics, social

on science, physics,
Overall, quantum
computing currently stands at an intermediate stage between

theory and application a stage in which fundamental research

and sciences.

and technological development must progress together.
Investment in education, research, and quantum infrastructure
is essential for countries to participate in the next generation
of computational technologies. Therefore, it is expected that
in the coming decade, quantum computing will not only
enhance computational capabilities but also establish new
paradigms in science and technology.
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