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Presenting a model for improving security
in cloud computing to prevent DDOS
attacks using extreme machine learning
and artificial intelligence
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Abstract

Cloud computing helps users/organizations
reduce infrastructure costs by providing services
online. The availability of these services is of
great  importance,  otherwise, users  or
organizations have to suffer a lot of financial or
reputational losses. In this regard, attackers can
use DDoS attacks to make these cloud services
unavailable to legitimate users. In this attack,
attackers impose a huge load on the services
provided by the victim server on the public
network.  Several —machine learning-based
solutions have been proposed to detect DDoS
attacks in cloud computing. This research presents
a model to improve security in cloud computing to
prevent DDOS attacks using extreme machine
learning and artificial intelligence. In this method,
an improved SaE-ELM model is developed that
can adapt the mutation strategy, crossover rate,
and crossover operator, and is able to
automatically determine the appropriate number
of hidden layer neurons. To evaluate the proposed
method wused for web attack detection, the
OSELM algorithm was wused and it was
considered with several other peer methods based
on different criteria for evaluation. For the
proposed network, 15 neurons in the hidden layer,
2500 iterations in training and Zigmoid kernel
function were proposed and evaluated using the
NSL-KDD dataset. The proposed method
achieved a detection accuracy of 86.80% with
NSL-XKD and experiments showed that the
performance of the proposed attack detection
system is better than the original SaE-ELM-based
system and advanced techniques. However, it
resulted in a longer training time than the SaE-
ELM-based system.
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