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Abstract

In the development of a software system, different factors
are involved. Due to the complexity of the work, the occurrence
of human errors is inevitable. These errors cause the software
to behave unpredictably and destructively in the real execution
environment. For example, in some programming languages,
there is an error called buffer overflow. It may cause
unauthorized grants or access to the system in the network and
security applications and even endanger user’s privacy or can
cause different problems in embedded systems. So software
testing is required to increase the reliability and security of the
developed software. There are several techniques for testing,
among which, the search-based software test (SBST) and the
automatic test case generation have a special place. The search-
based software test is trying to convert the test problem into an
optimization problem and achieve a better solution by searching
the problem space. In addition to the benefits of a search-based
test, there are challenges. This article provides a comprehensive
overview of SBST problems. Understanding challenges is
important because it helps scholars find solutions to these
challenges or prepare new ideas that will ultimately help
improve the quality of future tests and can bring greater security
and confidence to the users.

Keywords: SBST, search-based software test, test case
generation, security, challenges, problems.

I. INTRODUCTION

Software testing is an essential activity to improve software
quality [1]. The test is a way to detect and minimize errors,
reduce maintenance, and the total cost of the software [2]. In fact
, it refers to the observation of the execution of a software system
to validate whether it is operating in accordance with its purpose
and to identify potential defects [3]. The interesting point about
the test is that this process is difficult and expensive and does
not add any efficiency to the software. However, due to the

complexity, pervasiveness, and criticality of today’s software,
its value and importance are increasing more rapidly. Access to
a comprehensive test program is not possible [4] because the
range of input variables is too large [5]. The large input space
makes infinite the number of test cases for a program, but test
cases cannot be executed by limited budget and time. As a result,
it is not possible to say with certainty that the software
developed is faultless. Therefore, it can be concluded that first,
the software test is required to ensure the accuracy of the
software performance, and secondly, the process is costly. Also
if we test the software, it is not possible to guarantee its
performance with confidence. It means that errors are not
unexpected after testing. The generation of test data is critical to
find software failures [6]. .However, question is that among
infinite numbers of the test data, which one is useful in the
success of the test? Questions like these, push the tester to
provide an automated way to produce test cases that have more
potential to find faults. With the emphasis on the wide range of
program variables, using the concept of searching in the problem
space to find a better solution, instead of whole space or manual
generation of test cases, has a special place. Search-based
software testing is a popular automated testing technique [7] and
based on metaheuristic algorithms, such as the genetic algorithm
used to automate entire or a part of the test task [8]. In this paper,
we try to address the search-based software testing and general
challenges presented in it. In fact, we collect, categorize, and
present the main problems and challenges of search-based
software testing. It also acts as a road map and aids active
scholars in the context of SBST to know and improve the
challenges of this field and offer solutions to solve them.

The remainder of the paper is organized as follows: Section
2 reviews the related work. The definition of search-based
testing is presented in Section 3. The challenges of this area,
which is the main part of the article, are discussed in Section 4.
In the end, the discussion and conclusion are presented in
Sections 5 and 6.

Il. RELATED WORK

Harman and Jones (2001) published an article claiming that
a new field of research was emerging, called search-based
software engineering [9]. SBSE is a subdivision of software
engineering that has attracted much attention in the academic
community [10]. In the next years, many articles have been
published. For example Ref. [11] is a review of the search-based
test for non-functional features. Articles [12, 13] provide a
framework for generating test data for structural test, And Ref.
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[14] is the description of a method, based on a search for
functional testing. Ref. [15], the genetic algorithm has also been
used to generate test cases that it is considered as the most
important algorithms in this field. Regardless of the details of
the published articles, [16-23] are among the most important
articles in the search field. Ref. [3] is a review of test
achievements and challenges, and [24, 25] are examples of
addressing test challenges based on search. The articles
mentioned have been selected in such a way that each of them
covers a specific topic in the field of search-based testing.

I11. SEARCH-BASED SOFTWARE TESTING

The purpose of software testing is to generate an optimal set
of test cases/test data that measure software errors according to
test adequacy criterion. A test adequacy criterion distinguishes
good test cases from bad ones and determines whether the
testing process has been finished [26]. In the previous section,
it was said that in the software test generating test cases is an
important step. A good test case should have a high quality in
covering the test objective [4]. The search-based test is no an
exception to the rule and tries to find test cases that meet the test
criteria. The general idea behind all search-based software
testing approaches is that a set of possible inputs for the program
constitutes a search space and the search for the solution is
carried out in this space. The test adequacy criterion is also
encoded as a fitness function. A set of solutions (test cases) is
generated by using a search technigue from the search space, and
the software/program under test is executed by the test cases
generated. According to results obtained by the fitness function,
the correctness or incorrectness of the software behavior is
determined. Because of the complexity of software
implementation, the application of search techniques for testing
is promising [11]. These methods are very effective in solving
software problems in complex and large search spaces [17]. In
the search optimization community, there is a lot of interest in
results that are human competition [16].
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Fig. 1. General overview of search-based test input generation [26]

Figure 1 shows an overview of the generation of search-
based test cases. According to figure 1, the software engineer
tries to define the adequacy criteria for testing. The adequacy
criterion is formulated in the form of a fitness function, and a
search algorithm is used to find the solution, depending on the
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nature of the problem. The test cases generated by these
algorithms are evaluated by the fitness function to cover the
uncovered targets [27]. In the next step, considering the
proportional value obtained in the previous stage, the search is
directed to the test cases with greater relevance.

IV. GENERAL CHALLENGES IN SBST

In this section, we intend to have a review of the general
challenges and independent of SBST method and classify them
in two categories:

o Challenges of the main elements in the SBST process
e Peripheral challenges around SBST

Our main effort in this article is to enumerate some of the
most fundamental challenges and categorize them. With the
proposed categorization, we tried to provide a clear view of the
general challenges to be a road map for future research.

[ Challenges of SBST ]
|

A 4
[ Peripheral challenges ][ Challenges of main elements ]

A 2 \ 4

[ Challenges during the test ][ Challenges before testing ]

Fig. 2. Classification of SBST challenges

Figure 1 shows that the main elements of SBST include
adequate criteria, fitness function, data generation, and so on.
Each of these elements is associated with challenges that fall into
the challenges of the main elements in the SBST process. Also,
other public challenges are mentioned in the name of peripheral
challenges. In the following subsections, we will explain in
detail all the challenges. Figure 2 shows the classification of
SBST challenges.

A. Challenges of the main elements in the SBST process

The main challenges are divided into two categories before
and during the test. Pre-test challenges are problems that must
be decided before the test. For example, what is the fitness
function or when the test ends? But another category, like test
execution, is about when we want to start testing.

1) Challenges before testing
a) Problem presentation

To accommodate the search methods to solve problems, one
must adopt a method for encoding solutions to achieve them by
the search [5]. In other words, choice solutions for the issue of
interest should be coded so that they can be manipulated by the
search algorithms [9, 16]. Selection of appropriate encoding
ensures that similar solutions in the code space, are “neighbors”
in the representation space [5]. But the problem is to formulate
any new problem that we want to solve by searching, we need
to formulate separately that it will be costly and time-
consuming.
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Fig. 3. Challenges of main elements in the SBST process

b) Fitness function

The fitness function guides the search space by evaluating
candidate solutions. The fitness function is specific and should
be redefined for a new problem [9, 16]. In other words, after
coding, the solutions should be measured in terms of fitness. The
creation of such a function is difficult to evaluate. Because both
the fitness function and the coding of solutions are a dependent
problem and should be designed separately. As an example [28],
the following formula is used to evaluate each test case.

FT = (1—%)+(

[28], presents a structural test method with the prime path
coverage criterion using ant colony algorithm. Each of the
parameters used in the formula (1) was dependent on the type of
approach and criteria chosen by the experimenter. For example,
NC is related to the number of targeted prime paths that exist in
the traversed path and the number of all the prime paths to be
covered is expressed by APP. These parameters are not fixed
and changed according to the test properties. SEP is equivalent
to the sum of the branch distances for the traversed path. § is a
parameter for normalization and between 0 and 1.

SEP )
SEP+p

1)

c) Adequacy criteria

Officially, the adequacy of the test data is a stopping rule [29,
30]. Many algorithms require a measure to stop the search. The
criteria for budget constraints and time constraints are among
the usual criteria for this work. It is quite obvious that resources
are limited for testing; but where the test and the cost spent are
balanced? When can one be sure that the resources are not
wasted on the test? Is the goal of the test possible with the cost
spent on it? Were we going to have better results if we had more
time and expense? There is no definite answer to any of the
questions. Besides the ambiguities and uncertainties mentioned
about the adequacy criteria, it is applied for many people at
regular intervals during the search, so it must be specified at a
low price, which is another challenge.
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d) Search-based algorithms

Each of these algorithms has its own advantages and
disadvantages. An algorithm can’t work properly for all
optimization problems. For each evolutionary algorithms,
balance exploitation and exploration is important to achieve a
globally optimal solution. Algorithms such as hill-climbing
were faced with a local optimal problem and early convergence
to these areas.

In the following other algorithms were proposed to be
outsourced from local points. Evolutionary algorithms show
potential, flexibility, and efficiency in a wide range of
applications. But these algorithms demonstrate a suitable search
for solving small or medium optimization problems and when
used to solve large-scale optimization, they face serious
challenges [32].

2) Challenges during the test
a) Test data

Another challenging issue in the test is related to the amount
of data. If the test is to be comprehensive, all data should be
considered and if part of the data is not considered, an error may
remain undisclosed. So how to create a consistent, large, and
beneficial test dataset is the fundamental challenge [33]. Data
should be varied enough to be valuable to test, it must match all
rules of reference integration and other data model constraints,
and it is also possible to calculate the expected results of the tests
[33]. During the test phase, the cost can be higher than expected
due to the inadequate test cases. These inappropriate test cases
waste organizational resources and it is necessary to minimize
the cost to achieve an acceptable generation [34].

b) Test execution

Search algorithms such as hill climbing and genetic
algorithms are random. Implementing such algorithms twice on
a single issue can give different results. It is therefore very
important to implement several times of this algorithm to collect
the mean results and preventing the propagation of wrong results
from a chance of success. However, the question arises, how
many times should such implementation be repeated?
According to a set of n repeated tests, is n large enough to have
the right conclusion? Or should more tests be done [35]?

c) Test oracle

The problem of the oracle test has been well researched, but
yet it is a fundamental challenge for SBST. While one can
identify the failure of the system, the other Oracles are not as
simple as that. Oracles for tools relying on source code (such as
EvoSuite) are dependent on a person or something that is
extracted from the source code (rather than specifications). In
general, automation Oracle test is an open challenge [36].

A

As mentioned, the second class of search-based test
challenges relates to the peripheral problems, which we will
explain in the following sections.

1)

In previous years, many types of research have been done to
automate the software test and search-based testing is one of the

Peripheral challenges around SBST

The challenge of automation
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methods proposed to automate the software test. But these
efforts are limited by the size and complexity of the software.
One reason for this limitation is that the use of dynamic memory
allocation causes the software behavior to be highly
unpredictable [26]. Figure 4 shows the classification of
peripheral challenges around SBST.

[ Peripheral challenges ]

's ~

Automation challenge

Search space

Visualizing search space

Scalability ]

_b[ Tools

J/

Fig. 4. classification of Peripheral challenges around SBST
3) Search space

The search-based optimization relies on the search space and
the search is performed in this space. As we have mentioned
range of input variables in the complex programs is large and
the search in such space is expensive and time-consuming. So,
if the initial search space is reduced or the search is done faster,
it can be concluded earlier.

4) Visualizing the search space

In the community of search-based algorithms, it is usual to
try to visualize the fitness landscape [37, 38]. The use of fitness
function values as a measure of height in a landscape is a natural
method where individuals are placed in a search space on a
horizontal plane. However, most of the search problems include
more than two components [16]. Thus mapping an individual
from the search space to a n-dimensional plane is not simple. Of
course, the problem is not just the visualization of the search
space.

Fig. 5. converting the Search Landséape[39]
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Furthermore, selecting the appropriate number of
dimensions for search is another challenge. For example, as
shown in figure 5 on the left, it is not possible to find the answer
to the problem in two dimensions, and it is necessary to move
the problem to the 3D space shown on the right of figure 5.

5) Scalability

One of the biggest problems facing software engineers is the
scalability of the results. Many of the approaches that are
attractive in the laboratory are not scalable. However, saying
that a proposed solution must be scalable is easy but construct a
scalable solution in many cases is not easy [16]. Although one
of the attractions of search-based optimization models is that it
naturally has parallelism [40]. However testing of large and
complex software is difficult.

6) Tools

Some SBST tools such as EvoSuite are available for java
and are currently in use. But some tools are out of date and are
not used anymore or not available to the public. However, the
lack of sufficient tools to generate automated test data can be
expressed as a challenge. For example, in [41], it is stated that
there is not sufficient tool for the C language. The standard
industrial instrument for the generation of test cases is not at
large scale and all of the studies conducted only on small
projects have been reviewed and not applied to actual projects
[42].

V. DISSCUSION

In this article, search-based software testing, the main
concepts and general challenges in this area were discussed.
Although reading this article gives a good overview of the
general challenges, but it cannot be claimed that all the
challenges in this area have been enumerated. As we know,
there are different approaches to testing. Such as structural,
functional, non-functional, etc. By choosing either of these
approaches, the search-based test faces other challenges
depending on the type of approach chosen. In general, it can be
concluded that in addition to the many benefits that a search-
based test provides, there are always problems and issues that
we must overcome.

V1. CONCLUTION

SBST is a way of automating software testing which has
attracted a lot of attention in recent years and a lot of progress
has been made in this field. The main effort in this paper is to
investigate some of the challenges and important issues in this
field. It is hoped that this paper and proposed classification will
provide a better insight into the search-based testing and help in
future research.
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